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With the spread of web-enabled desktop clients and web-server based applications, developers can no longer afford to treat security as an afterthought. It's one topic, in fact, that .NET forces you to address, since Microsoft has placed security-related features at the core of the .NET Framework. Yet, because a developer's carelessness or lack of experience can still allow a program to be used in an unintended way, Programming .NET Security shows you how the various tools will help you write secure applications.
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		AllowPartiallyTrustedCallersAttribute	




	System.Security (mscorlib.dll)	sealed class


public sealed class AllowPartiallyTrustedCallersAttribute : Attribute { // Public Constructors public AllowPartiallyTrustedCallersAttribute( ); }

Applying the AllowPartiallyTrustedCallersAttribute attribute class at the assembly level of a strong named assembly allows partially trusted code to call the assembly's public and protected members. Without specifying the AllowPartiallyTrustedCallersAttribute, all public and protected members of a strong-named assembly are only accessible to fully trusted code (i.e., code granted the FullTrust permission set during policy resolution).

The restriction is implemented through a LinkDemand for the FullTrust permission set that is applied automatically by the compiler to every public and protected member of every public class in an assembly.


Hierarchy

System.Object

System.Attribute

AllowPartiallyTrustedCallersAttribute

Valid On

Assembly
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		CodeAccessPermission	ECMA 1.0, serializable




	System.Security (mscorlib.dll)	abstract class


public abstract class CodeAccessPermission : IPermission, ISecurityEncodable, IStackWalk { // Protected Constructors protected CodeAccessPermission( ); // Public Static Methods public static void RevertAll( ); public static void RevertAssert( ); public static void RevertDeny( ); public static void RevertPermitOnly( ); // Public Instance Methods public void Assert( );  // implements IStackWalk public abstract IPermission Copy( );  // implements IPermission public void Demand( );  // implements IStackWalk public void Deny( );  // implements IStackWalk public abstract void FromXml(SecurityElement elem);  // implements ISecurityEncodable public abstract IPermission Intersect(IPermission target);  // implements IPermission public abstract bool IsSubsetOf(IPermission target);  // implements IPermission public void PermitOnly( );  // implements IStackWalk public override string ToString( );  // overrides object public abstract SecurityElement ToXml( );  // implements ISecurityEncodable public virtual IPermission Union(IPermission other);  // implements IPermission }

This abstract class provides the base class from which all code-access and identity permission classes are derived. It implements the IPermission, IStackWalk, and ISecurityEncodable interfaces, but only provides concrete implementations of the IStackWalk methods (Demand( ), Assert( ), Deny( ), and PermitOnly( )), leaving implementation of the other interface methods to the derived classes. The staticRevertAll( ), RevertAssert( ), RevertDeny( ), and RevertPermitOnly( ) methods remove existing stack walk overrides of the appropriate type from the caller's stack frame.


Subclasses

Multiple types
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		IEvidenceFactory	




	System.Security (mscorlib.dll)	interface


public interface IEvidenceFactory { // Public Instance Properties public Evidence Evidence{get; } }

The System.Security.Policy.Evidence collection available through the Evidence property of this interface contains the evidence assigned to an assembly or application domain by the runtime. This evidence is used by the runtime during policy resolution to determine the assembly or application domain's grant set.


Implemented By

System.AppDomain, System.Reflection.Assembly
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		IPermission	ECMA 1.0




	System.Security (mscorlib.dll)	interface


public interface IPermission : ISecurityEncodable { // Public Instance Methods public IPermission Copy( ); public void Demand( ); public IPermission Intersect(IPermission target); public bool IsSubsetOf(IPermission target); public IPermission Union(IPermission target); }

This IPermission interface defines the minimum set of methods that all permission classes must implement if they are to integrate with the code-access security framework of the .NET runtime.

IPermission defines the Demand( ) method, which is the most fundamental mechanism used to enforce code-access security. Demand( ) invokes a security demand for the implementing permission object. This ensures that calling code has the permission; otherwise, a SecurityException is thrown. All of the standard code-access and identity permissions implement the IStackWalk interface, which also defines a Demand( ) method. The IStackWalk.Demand( ) method initiates a stack-walk-based security demand, whereas IPermission.Demand( ) is intended for use by permission classes that do not use stack walks—for example, the System.Security.Permissions.PrincipalPermission class.

The exact behavior of the Copy( ), Intersect( ), IsSubsetOf( ), and Union( ) methods vary based on the nature of the implementing permission class. Copy( ) returns a deep copy of the permission. Intersect( ) returns a new permission that represents the logical intersection of the current and a specified IPermission, whereas Union( ) returns the logical union of the two IPermission objects. IsSubsetOf( ) indicates whether the current IPermission represents a subset of the specified IPermission.


Implemented By

CodeAccessPermission, System.Security.Permissions.PrincipalPermission

Returned By

Multiple types

Passed To

CodeAccessPermission.{Intersect( ), IsSubsetOf( ), Union( )}, System.Security.Permissions.PrincipalPermission.{Intersect( ), IsSubsetOf( ), Union( )}, PermissionSet.{AddPermission( ), SetPermission( )}, SecurityManager.IsGranted( )


	

	[ Team LiB ]	
[image: Previous Section]
[image: Next Section]




	[ Team LiB ]	
[image: Previous Section]
[image: Next Section]

 

		ISecurityEncodable	




	System.Security (mscorlib.dll)	interface


public interface ISecurityEncodable { // Public Instance Methods public void FromXml(SecurityElement e); public SecurityElement ToXml( ); }

The ISecurityEncodable interface defines methods to support converting security object state to and from XML representations.


Implemented By

Multiple types
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		ISecurityPolicyEncodable	




	System.Security (mscorlib.dll)	interface


public interface ISecurityPolicyEncodable { // Public Instance Methods public void FromXml(SecurityElement e, System.Security.Policy.PolicyLevel level); public SecurityElement ToXml(System.Security.Policy.PolicyLevel level); }

This interface, like ISecurityEncodable, defines methods to support converting security object state to and from XML representations. However, the ToXml( ) and FromXml( ) methods defined in ISecurityPolicyEncodable include a System.Security.Policy.PolicyLevel argument, allowing the implementing class to base the XML representation of its state on the policy level to which it belongs.


Implemented By

System.Security.Policy.{AllMembershipCondition, ApplicationDirectoryMembershipCondition, HashMembershipCondition, IMembershipCondition, PolicyStatement, PublisherMembershipCondition, SiteMembershipCondition, StrongNameMembershipCondition, UrlMembershipCondition, ZoneMembershipCondition}


	

	[ Team LiB ]	
[image: Previous Section]
[image: Next Section]




	[ Team LiB ]	
[image: Previous Section]
[image: Next Section]

 

		IStackWalk	




	System.Security (mscorlib.dll)	interface


public interface IStackWalk { // Public Instance Methods public void Assert( ); public void Demand( ); public void Deny( ); public void PermitOnly( ); }

Permission classes that use stack walks to resolve security demands implement the IStackWalk interface. These include the PermissionSet class, as well as the CodeAccessPermission class, from which all standard code-access and identity permissions inherit.

IStackWalk defines the Demand( ) method, which duplicates the method of the same name defined in the IPermission interface. However, the IStackWalk.Demand( ) method initiates a stack-walk-based security demand, whereas IPermission.Demand( ) is not intended to use the call stack to resolve security demands. The Assert( ), Deny( ), and PermitOnly( ) methods annotate the call stack frame of the code from which they are executed, and affect the stack walk process initiated by a Demand( ) call.

Assert( ) allows code to vouch for the permissions of the callers above it on the call stack. During a stack walk, if a demanded permission matches, or is a subset of, the asserted permission, the stack walk terminates successfully without evaluating further stack frames. If the asserted permissions provide only a partial match of those demanded, the stack walk continues but only for the remaining unasserted permissions. Code must have been granted a permission in order to assert it, and the code must have the permission to assert defined by the System.Security.Permissions.SecurityPermission class.

Deny( ) has the opposite effect of Assert( ). If the demanded permission matches, or is a subset of the denied permission, the stack walk is terminated, and the runtime throws a SecurityException to the code that initiated the Demand( ).

PermitOnly( ) functions as an inverted Deny( ). Instead of specifying the permissions that should terminate a stack walk, PermitOnly( ) specifies those permissions that permit the stack walk to continue unaffected. PermitOnly( ) provides a more concise way of denying large sets of permissions without the need to specify them all in a Deny( ) override.


Implemented By

CodeAccessPermission, PermissionSet
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		NamedPermissionSet	serializable




	System.Security (mscorlib.dll)	sealed class


public sealed class NamedPermissionSet : PermissionSet { // Public Constructors public NamedPermissionSet(NamedPermissionSet permSet); public NamedPermissionSet(string name); public NamedPermissionSet(string name, PermissionSet permSet); public NamedPermissionSet(string name, System.Security.Permissions.PermissionState state); // Public Instance Properties public string Description{set; get; } public string Name{set; get; } // Public Instance Methods public NamedPermissionSet Copy(string name); public override PermissionSet Copy( );  // overrides PermissionSet public override void FromXml(SecurityElement et);  // overrides PermissionSet public override SecurityElement ToXml( );  // overrides PermissionSet }

This subclass of PermissionSet allows the permission set to have a name and description assigned to it. NamedPermissionSet is used predominantly when working programmatically with security policy.


Hierarchy

System.Object

PermissionSet(ISecurityEncodable, System.Collections.ICollection, System.Collections.IEnumerable, IStackWalk, System.Runtime.Serialization.IDeserializationCallback)

NamedPermissionSet

Returned By

System.Security.Policy.PolicyLevel.{ChangeNamedPermissionSet( ), GetNamedPermissionSet( ), RemoveNamedPermissionSet( )}

Passed To

System.Security.Policy.PolicyLevel.{AddNamedPermissionSet( ), RemoveNamedPermissionSet( )}
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		PermissionSet	ECMA 1.0, serializable




	System.Security (mscorlib.dll)	class


public class PermissionSet : ISecurityEncodable, ICollection, IEnumerable, IStackWalk, System.Runtime.Serialization.IDeserializationCallback { // Public Constructors public PermissionSet(PermissionSet permSet); public PermissionSet(System.Security.Permissions.PermissionState state); // Public Instance Properties public virtual int Count{get;  // implements ICollection public virtual bool IsReadOnly{get; } public virtual bool IsSynchronized{get;  // implements ICollection public virtual object SyncRoot{get;  // implements ICollection
// Public Static Methods public static byte[ ] ConvertPermissionSet(string inFormat, byte[ ] inData, string outFormat); // Public Instance Methods public virtual IPermission AddPermission(IPermission perm); public virtual void Assert( );  // implements IStackWalk public bool ContainsNonCodeAccessPermissions( ); public virtual PermissionSet Copy( ); public virtual void CopyTo(Array array, int index);  // implements ICollection public virtual void Demand( );  // implements IStackWalk public virtual void Deny( );  // implements IStackWalk public virtual void FromXml(SecurityElement et);  // implements ISecurityEncodable public virtual IEnumerator GetEnumerator( );  // implements IEnumerable public virtual IPermission GetPermission(Type permClass); public virtual PermissionSet Intersect(PermissionSet other); public virtual bool IsEmpty( ); public virtual bool IsSubsetOf(PermissionSet target); public virtual bool IsUnrestricted( ); public virtual void PermitOnly( );  // implements IStackWalk public virtual IPermission RemovePermission(Type permClass); public virtual IPermission SetPermission(IPermission perm); public override string ToString( );  // overrides object public virtual SecurityElement ToXml( );  // implements ISecurityEncodable public virtual PermissionSet Union(PermissionSet other); }

The PermissionSet class is a container for groups of IPermission objects. It implements the IStackWalk interface and independently implements the Copy( ), Demand( ), Intersect( ), IsSubsetOf( ), and Union( ) methods, which mirror those defined by the IPermission interface. This functionality allows a PermissionSet object to be treated as an individual IPermission object for imperative security operations, but the security operation is performed on all contained IPermission objects at once.

The contents of a PermissionSet are configured using the AddPermission( ), RemovePermission( ), and SetPermission( ) methods. Only one of each permission type can be present in a PermissionSet at a time. When you call AddPermission( ), if a permission of the same type already exists in the PermissionSet, the existing IPermission is replaced by a new IPermission whose value is calculated as the union of the existing and new IPermission objects. Conversely, SetPermission( ) replaces the existing permission with the specified one. The GetPermission( ) method returns a copy of the IPermission of the specified System.Type if one exists in the PermissionSet.


Subclasses

NamedPermissionSet

Returned By

NamedPermissionSet.Copy( ), System.Security.Permissions.PermissionSetAttribute.CreatePermissionSet( ), System.Security.Policy.PermissionRequestEvidence.{DeniedPermissions, OptionalPermissions, RequestedPermissions}, System.Security.Policy.PolicyStatement.PermissionSet, SecurityManager.ResolvePolicy( )

Passed To

System.AppDomain.DefineDynamicAssembly( ), System.IO.IsolatedStorage.IsolatedStorage.GetPermission( ), System.Reflection.Emit.ConstructorBuilder.AddDeclarativeSecurity( ), System.Reflection.Emit.MethodBuilder.AddDeclarativeSecurity( ), System.Reflection.Emit.TypeBuilder.AddDeclarativeSecurity( ), NamedPermissionSet.NamedPermissionSet( ), System.Security.Policy.PermissionRequestEvidence.PermissionRequestEvidence( ), System.Security.Policy.PolicyLevel.ChangeNamedPermissionSet( ), System.Security.Policy.PolicyStatement.{PermissionSet, PolicyStatement( )}, SecurityManager.ResolvePolicy( ), System.Xml.XmlSecureResolver.XmlSecureResolver( )
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		PolicyLevelType	serializable




	System.Security (mscorlib.dll)	enum


public enum PolicyLevelType { User = 0,Machine = 1,Enterprise = 2,AppDomain = 3 }

This enumeration defines constants that represent the different levels of security policy configuration. PolicyLevelType is used when working with members of the SecurityManager class.


Hierarchy

System.Object

System.ValueType

System.Enum(System.IComparable, System.IFormattable, System.IConvertible)

PolicyLevelType

Passed To

SecurityManager.{LoadPolicyLevelFromFile( ), LoadPolicyLevelFromString( )}
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		SecurityElement	ECMA 1.0, serializable




	System.Security (mscorlib.dll)	sealed class


public sealed class SecurityElement { // Public Constructors public SecurityElement(string tag); public SecurityElement(string tag, string text); // Public Instance Properties public Hashtable Attributes{set; get; } public ArrayList Children{set; get; } public string Tag{set; get; } public string Text{set; get; } // Public Static Methods public static string Escape(string str); public static bool IsValidAttributeName(string name); public static bool IsValidAttributeValue(string value); public static bool IsValidTag(string tag); public static bool IsValidText(string text); // Public Instance Methods public void AddAttribute(string name, string value); public void AddChild(SecurityElement child); public string Attribute(string name); public bool Equal(SecurityElement other); public SecurityElement SearchForChildByTag(string tag); public string SearchForTextOfTag(string tag); public override string ToString( );  // overrides object }

This class implements a simple, lightweight XML object model for encoding .NET security objects. A SecurityElement object represents a single XML element that can contain a tag, attributes, and text. To build a hierarchy of XML objects, add SecurityElement objects representing the child nodes to an existing SecurityElement object using its Children property or AddChild( ) method. The ToString( ) method returns a string containing the XML representation of the SecurityElement and all of its children.


Returned By

Multiple types

Passed To

Multiple types
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		SecurityException	CF 1.0, ECMA 1.0, serializable




	System.Security (mscorlib.dll)	class


public class SecurityException : SystemException { // Public Constructors public SecurityException( ); public SecurityException(string message); public SecurityException(string message, Exception inner); public SecurityException(string message, Type type); public SecurityException(string message, Type type, string state); // Protected Constructors protected SecurityException(System.Runtime.Serialization.SerializationInfo info, System.Runtime.Serialization.StreamingContext context); // Public Instance Properties public string GrantedSet{get; } public string PermissionState{get; } public Type PermissionType{get; } public string RefusedSet{get; } // Public Instance Methods public override void GetObjectData(// overrides Exception System.Runtime.Serialization.SerializationInfo info, System.Runtime.Serialization.StreamingContext context); public override string ToString( );  // overrides Exception }

SecurityException is thrown when code tries to perform an action that it does not have permission to perform.


Hierarchy

System.Object

System.Exception(System.Runtime.Serialization.ISerializable)

System.SystemException

SecurityException
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		SecurityManager	




	System.Security (mscorlib.dll)	sealed class


public sealed class SecurityManager { // Public Static Properties public static bool CheckExecutionRights{set; get; } public static bool SecurityEnabled{set; get; } // Public Static Methods public static bool IsGranted(IPermission perm); public static PolicyLevel LoadPolicyLevelFromFile(string path, PolicyLevelType type); public static PolicyLevel LoadPolicyLevelFromString(string str, PolicyLevelType type); public static IEnumerator PolicyHierarchy( ); public static PermissionSet ResolvePolicy(System.Security.Policy.Evidence evidence); public static PermissionSet ResolvePolicy(System.Security.Policy.Evidence evidence, PermissionSet reqdPset, PermissionSet optPset, PermissionSet denyPset, out PermissionSet denied); public static IEnumerator ResolvePolicyGroups(System.Security.Policy.Evidence evidence); public static void SavePolicy( ); public static void SavePolicyLevel(System.Security.Policy.PolicyLevel level); }

This class contains a set of static members that provide access to critical security system functionality and data. It is the principal access point for code needing to manipulate security policy programmatically, providing access to the active policy levels and allowing code to load and save policy levels.

SecurityEnabled is a master switch for all code-access security; setting it to false turns off all code-access and identity permission checks, but does not affect role-based security. CheckExecutionRights controls whether the runtime checks to ensure code has the System.Security.Permissions.SecurityPermissionFlag.Execution permission from the System.Security.Permissions.SecurityPermission class.

Though it is not possible to drive the runtime's policy resolution process programmatically, the ResolvePolicy( ) and ResolvePolicyGroups( ) methods simulate the policy resolution process to resolve the permissions and code groups for a specified System.Security.Policy.Evidence collection. The IsGranted( ) method is a lightweight method for testing to see if the current code has been granted a specified permission, but is not a suitable substitute for the IPermission.Demand( ) or IStackWalk.Demand( ) methods for the general enforcement of code-access security.
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		SecurityZone	serializable




	System.Security (mscorlib.dll)	enum


public enum SecurityZone { MyComputer = 0,Intranet = 1,Trusted = 2,Internet = 3,Untrusted = 4,NoZone = -1 }

This enumeration defines constants that represent the different Internet Explorer security zones. System.Security.Policy.Zone evidence uses these values to identify the source zone of code. The values of SecurityZone are used when configuring a code group's membership condition as well as when using imperative and declarative security statements based on System.Security.Permissions.ZoneIdentityPermission objects.


Hierarchy

System.Object

System.ValueType

System.Enum(System.IComparable, System.IFormattable, System.IConvertible)

SecurityZone

Returned By

System.Security.Permissions.ZoneIdentityPermission.SecurityZone, System.Security.Permissions.ZoneIdentityPermissionAttribute.Zone, System.Security.Policy.Zone.SecurityZone, System.Security.Policy.ZoneMembershipCondition.SecurityZone

Passed To

System.Security.Permissions.ZoneIdentityPermission.{SecurityZone, ZoneIdentityPermission( )}, System.Security.Permissions.ZoneIdentityPermissionAttribute.Zone, System.Security.Policy.Zone.Zone( ), System.Security.Policy.ZoneMembershipCondition.{SecurityZone, ZoneMembershipCondition( )}
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		SuppressUnmanagedCodeSecurityAttribute	




	System.Security (mscorlib.dll)	sealed class


public sealed class SuppressUnmanagedCodeSecurityAttribute : Attribute { // Public Constructors public SuppressUnmanagedCodeSecurityAttribute( ); }

This attribute allows managed code to call unmanaged (native) code through PInvoke or COM interop without causing a stack walk to determine if all callers on the call stack have the System.Security.Permissions.SecurityPermissionFlag.UnmanagedCode permission from the System.Security.Permissions.SecurityPermission class. It is effective only when applied to PInvoke methods, classes containing PInvoke methods, or interface definitions through which COM interop calls are made, and will be ignored in all other instances.

When applied to frequently called methods that provide access to unmanaged code, SuppressUnmanagedCodeSecurityAttribute offers significant timesavings. However, careless use can easily open security holes that malicious code can use to access system resources.


Hierarchy

System.Object

System.Attribute

SuppressUnmanagedCodeSecurityAttribute

Valid On

Class, Method, Interface
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		UnverifiableCodeAttribute	




	System.Security (mscorlib.dll)	sealed class


public sealed class UnverifiableCodeAttribute : Attribute { // Public Constructors public UnverifiableCodeAttribute( ); }

This attribute class identifies a module as containing unverifiable code. You should not use this attribute directly, as it is applied where necessary by the compiler.


Hierarchy

System.Object

System.Attribute

UnverifiableCodeAttribute

Valid On

Module
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		VerificationException	CF 1.0, ECMA 1.0, serializable




	System.Security (mscorlib.dll)	class


public class VerificationException : SystemException { // Public Constructors public VerificationException( ); public VerificationException(string message); public VerificationException(string message, Exception innerException); // Protected Constructors protected VerificationException(System.Runtime.Serialization.SerializationInfo info, System.Runtime.Serialization.StreamingContext context); }

This exception is thrown when code that does not have permission to skip verification fails the verification process and cannot be verified as being type-safe.


Hierarchy

System.Object

System.Exception(System.Runtime.Serialization.ISerializable)

System.SystemException

VerificationException
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		XmlSyntaxException	serializable




	System.Security (mscorlib.dll)	sealed class


public sealed class XmlSyntaxException : SystemException { // Public Constructors public XmlSyntaxException( ); public XmlSyntaxException(int lineNumber); public XmlSyntaxException(int lineNumber, string message); public XmlSyntaxException(string message); public XmlSyntaxException(string message, Exception inner); }

This exception is thrown when there are syntax errors when parsing XML.


Hierarchy

System.Object

System.Exception(System.Runtime.Serialization.ISerializable)

System.SystemException

XmlSyntaxException
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		AsymmetricAlgorithm	disposable




	System.Security.Cryptography (mscorlib.dll)	abstract class


public abstract class AsymmetricAlgorithm : IDisposable { // Protected Constructors protected AsymmetricAlgorithm( ); // Protected Instance Fields protected int KeySizeValue; protected KeySizes[ ] LegalKeySizesValue; // Public Instance Properties public abstract string KeyExchangeAlgorithm{get; } public virtual int KeySize{set; get; } public virtual KeySizes[ ] LegalKeySizes{get; } public abstract string SignatureAlgorithm{get; } // Public Static Methods public static AsymmetricAlgorithm Create( ); public static AsymmetricAlgorithm Create(string algName); // Public Instance Methods public void Clear( ); public abstract void FromXmlString(string ); public abstract string ToXmlString(bool includePrivateParameters); // Protected Instance Methods protected abstract void Dispose(bool disposing); }

An asymmetric algorithm is one where the sender and the recipient do not share the same knowledge (i.e. only one party knows the secret key). All asymmetric algorithm implementation classes inherit from this abstract class. Implementations are instantiated using the Create( ) method, which accepts the name of an implementation as a String argument; the default implementation class is created if no name is specified; the system administrator determines the default class.

The LegalKeySizes property returns an array of the KeySizes class, specifing the set of key lengths supported by an implementation class. The KeySize property gets or sets the key length. The FromXmlString( ) and ToXmlString( ) methods import and export key parameters as XML strings.

Differences in the design of asymmetric algorithms mean that there is little common functionality embodied in this type; individual algorithm classes, such as RSA and DSA, define members for data encryption and digital signatures.


Subclasses

DSA, RSA

Returned By

System.Security.Cryptography.Xml.SignedXml.{GetPublicKey( ), SigningKey}

Passed To

Multiple types
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		AsymmetricKeyExchangeDeformatter	




	System.Security.Cryptography (mscorlib.dll)	abstract class


public abstract class AsymmetricKeyExchangeDeformatter { // Public Constructors public AsymmetricKeyExchangeDeformatter( ); // Public Instance Properties public abstract string Parameters{set; get; } // Public Instance Methods public abstract byte[ ] DecryptKeyExchange(byte[ ] rgb); public abstract void SetKey(AsymmetricAlgorithm key); }

This is the counterpart class to AsymmetricKeyExchangeFormatter and is the abstract base class which all key exchange deformatters extend. Implementations of this class decrypt formatted key exchange data.

The DecryptKeyExchange( ) method uses a private key to decrypt data encrypted with an implementation of the AsymmetricKeyExchangeFormatter class, using the corresponding public key. The SetKey( ) method specifies the AsymmetricAlgorithm instance that contains the private key. The Parameters property returns an XML string that describes the key exchange algorithm represented by the implementation class.

The .NET Framework class library includes the RSAOAEPKeyExchangeDeformatter and RSAPKCS1KeyExchangeDeformatter classes, which decrypt data that has been encrypted using the RSA algorithm after being formatted with the Optimal Asymmetric Encryption Padding (OAEP) or PKCS #1 schemes.


Subclasses

RSAOAEPKeyExchangeDeformatter, RSAPKCS1KeyExchangeDeformatter
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		AsymmetricKeyExchangeFormatter	




	System.Security.Cryptography (mscorlib.dll)	abstract class


public abstract class AsymmetricKeyExchangeFormatter { // Public Constructors public AsymmetricKeyExchangeFormatter( ); // Public Instance Properties public abstract string Parameters{get; } // Public Instance Methods public abstract byte[ ] CreateKeyExchange(byte[ ] data); public abstract byte[ ] CreateKeyExchange(byte[ ] data, Type symAlgType); public abstract void SetKey(AsymmetricAlgorithm key); }

Key exchange formatting allows a sender to encrypt a symmetric secret key value with an asymmetric algorithm and send the result to a recipient, who uses an asymmetric private key to decrypt the data. This process allows for the secure distribution of session keys, which are used with a symmetric algorithm to encrypt a single message. The secret key value is formatted prior to encryption to protect against cryptographic attack.

The abstract AsymmetricKeyExchangeFormatter class is the parent for all key exchange formatter implementations. The CreateKeyExchange( ) method uses an asymmetric public key to encrypt a symmetric secret key, expressed as a System.Byte array. The SetKey( ) method specifies the AsymmetricAlgorithm instance that contains the public key. The Parameters property returns an XML string that describes the key exchange algorithm represented by the implementation class.

The .NET Framework class library includes the RSAOAEPKeyExchangeFormatter and RSAPKCS1KeyExchangeFormatter classes, which format a secret key value using either the OAEP or PKCS #1 formatting schemes, prior to encryption with the RSA algorithm. The OAEP scheme has superseded PKCS #1, which should be used only for compatibility with legacy systems.


Subclasses

RSAOAEPKeyExchangeFormatter, RSAPKCS1KeyExchangeFormatter
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		AsymmetricSignatureDeformatter	




	System.Security.Cryptography (mscorlib.dll)	abstract class


public abstract class AsymmetricSignatureDeformatter { // Public Constructors public AsymmetricSignatureDeformatter( ); // Public Instance Methods public abstract void SetHashAlgorithm(string strName); public abstract void SetKey(AsymmetricAlgorithm key); public abstract bool VerifySignature(byte[ ] rgbHash, byte[ ] rgbSignature); public virtual bool VerifySignature(HashAlgorithm hash, byte[ ] rgbSignature); }

Implementations of this abstract class verify digital signatures created by the AsymmetricSignatureFormatter class.

The VerifySignature( ) method uses an asymmetric public key to verify a digital signature, expressed as a System.Byte array. The public key value is set by the SetKey( ) method, which accepts an instance of the AsymmetricAlgorithm class configured with the key parameters. The SetHashAlgorithm( ) method sets the name of the hash algorithm used to create the digital signature; this value is used in the verification process.

The .NET Framework class library includes the DSASignatureDeformatter and RSAPKCS1SignatureDeformatter classes, which verify digital signatures created with the DSASignatureFormatter and RSAPKCS1SignatureFormatter classes.


Subclasses

DSASignatureDeformatter, RSAPKCS1SignatureDeformatter

Returned By

SignatureDescription.CreateDeformatter( )
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		AsymmetricSignatureFormatter	




	System.Security.Cryptography (mscorlib.dll)	abstract class


public abstract class AsymmetricSignatureFormatter { // Public Constructors public AsymmetricSignatureFormatter( ); // Public Instance Methods public abstract byte[ ] CreateSignature(byte[ ] rgbHash); public virtual byte[ ] CreateSignature(HashAlgorithm hash); public abstract void SetHashAlgorithm(string strName); public abstract void SetKey(AsymmetricAlgorithm key); }

This is the abstract parent for all signature formatter implementation classes; such classes create digital signatures by formatting a cryptographic hash code and applying an asymmetric signature function to the formatted data.

The CreateSignature( ) method uses an asymmetric private key to create a digital signature, expressed as a System.Byte array. The private key value is specified by the SetKey( ) method, which accepts an instance of the AsymmetricAlgorithm class configured with the key parameters. The SetHashAlgorithm( ) method sets the name of the hash algorithm used to create the data to be signed; this value is used in the data-formatting process.

The .NET Framework class library includes the DSASignatureFormatter and RSAPKCS1SignatureFormatter classes, which create digital signatures using the DSA and RSA algorithm classes.


Subclasses

DSASignatureFormatter, RSAPKCS1SignatureFormatter

Returned By

SignatureDescription.CreateFormatter( )
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		CipherMode	serializable




	System.Security.Cryptography (mscorlib.dll)	enum


public enum CipherMode { CBC = 1,ECB = 2,OFB = 3,CFB = 4,CTS = 5 }

The SymmetricAlgorithm.Mode property gets and sets a value from the CipherMode enumeration; the enumeration values represent different cipher modes, which affect the way in which data is processed during encryption.

The most commonly used CipherMode values are CBC (Cipher Block Chaining), which is suitable for most encryption tasks, and CFB (Cipher Feedback), which is suitable for encrypting data that is processed in small chunks.


Hierarchy

System.Object

System.ValueType

System.Enum(System.IComparable, System.IFormattable, System.IConvertible)

CipherMode

Returned By

SymmetricAlgorithm.Mode

Passed To

SymmetricAlgorithm.Mode


	

	[ Team LiB ]	
[image: Previous Section]
[image: Next Section]




	[ Team LiB ]	
[image: Previous Section]
[image: Next Section]

 

		CryptoAPITransform	disposable




	System.Security.Cryptography (mscorlib.dll)	sealed class


public sealed class CryptoAPITransform : ICryptoTransform, IDisposable { // Public Instance Properties public bool CanReuseTransform{get;  // implements ICryptoTransform public bool CanTransformMultipleBlocks{get;  // implements ICryptoTransform public int InputBlockSize{get;  // implements ICryptoTransform public IntPtr KeyHandle{get; } public int OutputBlockSize{get;  // implements ICryptoTransform
// Public Instance Methods public void Clear( ); public int TransformBlock(byte[ ] inputBuffer, int inputOffset, int inputCount, // implements ICryptoTransform byte[ ] outputBuffer, int outputOffset); public byte[ ] TransformFinalBlock(byte[ ] inputBuffer,  // implements ICryptoTransform int inputOffset, int inputCount); // Protected Instance Methods protected override void Finalize( );  // overrides object }

This class implements the ICryptoTransform interface and is a wrapper around the Windows Crypto API. This is an internal class, and is not instantiated directly by the programmer.
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		CryptoConfig	




	System.Security.Cryptography (mscorlib.dll)	class


public class CryptoConfig { // Public Constructors public CryptoConfig( ); // Public Static Methods public static object CreateFromName(string name); public static object CreateFromName(string name, object[ ] args); public static byte[ ] EncodeOID(string str); public static string MapNameToOID(string name); }

This class defines the mapping between algorithm implementation classes and the String values used to create them; the Create( ) methods of the AsymmetricAlgorithm and SymmetricAlgorithm classes instantiate algorithms by name with the static CreateFromName( ) method of this class.

For example, the String values SHA, SHA1 and System.Security.Cryptography.SHA1 all map to the SHA1CryptoServiceProvider class detailed in this chapter. The mappings can be changed by editing the Machine.config file.
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		CryptographicException	serializable




	System.Security.Cryptography (mscorlib.dll)	class


public class CryptographicException : SystemException { // Public Constructors public CryptographicException( ); public CryptographicException(int hr); public CryptographicException(string message); public CryptographicException(string message, Exception inner); public CryptographicException(string format, string insert); // Protected Constructors protected CryptographicException(System.Runtime.Serialization.SerializationInfo info, System.Runtime.Serialization.StreamingContext context); }

This exception represents a general error thrown when a cryptographic operation fails.


Hierarchy

System.Object

System.Exception(System.Runtime.Serialization.ISerializable)

System.SystemException

CryptographicException

Subclasses

CryptographicUnexpectedOperationException
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		CryptographicUnexpectedOperationException	serializable




	System.Security.Cryptography (mscorlib.dll)	class


public class CryptographicUnexpectedOperationException : CryptographicException { // Public Constructors public CryptographicUnexpectedOperationException( ); public CryptographicUnexpectedOperationException(string message); public CryptographicUnexpectedOperationException(string message, Exception inner); public CryptographicUnexpectedOperationException(string format, string insert); // Protected Constructors protected CryptographicUnexpectedOperationException(System.Runtime.Serialization.SerializationInfo info, System.Runtime.Serialization.StreamingContext context); }

This exception represents a general error thrown when a cryptographic operation fails unexpectedly.


Hierarchy

System.Object

System.Exception(System.Runtime.Serialization.ISerializable)

System.SystemException

CryptographicException

CryptographicUnexpectedOperationException
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		CryptoStream	marshal by reference, disposable




	System.Security.Cryptography (mscorlib.dll)	class


public class CryptoStream : System.IO.Stream { // Public Constructors public CryptoStream(System.IO.Stream stream, ICryptoTransform transform, CryptoStreamMode mode); // Public Instance Properties public override bool CanRead{get;  // overrides System.IO.Stream public override bool CanSeek{get;  // overrides System.IO.Stream public override bool CanWrite{get;  // overrides System.IO.Stream public override long Length{get;  // overrides System.IO.Stream public override long Position{set; get;  // overrides System.IO.Stream
// Public Instance Methods public void Clear( ); public override void Close( );  // overrides System.IO.Stream public override void Flush( );  // overrides System.IO.Stream public void FlushFinalBlock( ); public override int Read(in byte[ ] buffer, int offset, int count); // overrides System.IO.Stream public override long Seek(long offset, System.IO.SeekOrigin origin); // overrides System.IO.Stream public override void SetLength(long value);  // overrides System.IO.Stream public override void Write(byte[ ] buffer, int offset, int count); // overrides System.IO.Stream
// Protected Instance Methods protected virtual void Dispose(bool disposing); protected override void Finalize( );  // overrides object }

The CryptoStream class provides a stream-based model for encrypting and decrypting data using symmetric algorithms. The class constructor accepts an instance of System.IO.Stream, an implementation of the ICryptoTransform interface, and a value from the CryptoStreamMode enumeration.

If the CryptoStreamMode value is Read( ), then data is read from System.IO.Stream and passed to the ICryptoTransform for processing. If the CryptoStreamMode value is Write( ), then data is transformed by the ICryptoTransform implementation before being written to the System.IO.Stream. Implementations of ICryptoTransform can be created using the SymmetricAlgorithm.CreateEncryptor( ) and SymmetricAlgorithm.CreateDecryptor( ) methods.

This class extends System.IO.Stream, and therfore can be used as an argument in constructing a new instance of CryptoStream itself, allowing transformations to be chained together.


Hierarchy

System.Object

System.MarshalByRefObject

System.IO.Stream(System.IDisposable)

CryptoStream
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		CryptoStreamMode	serializable




	System.Security.Cryptography (mscorlib.dll)	enum


public enum CryptoStreamMode { Read = 0,Write = 1 }

This enumeration is used by the CryptoStream constructor to specify whether data will be read from, or written to, the System.IO.Stream.


Hierarchy

System.Object

System.ValueType

System.Enum(System.IComparable, System.IFormattable, System.IConvertible)

CryptoStreamMode

Passed To

CryptoStream.CryptoStream( )
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		CspParameters	




	System.Security.Cryptography (mscorlib.dll)	sealed class


public sealed class CspParameters { // Public Constructors public CspParameters( ); public CspParameters(int dwTypeIn); public CspParameters(int dwTypeIn, string strProviderNameIn); public CspParameters(int dwTypeIn, string strProviderNameIn, string strContainerNameIn); // Public Instance Fields public string KeyContainerName; public int KeyNumber; public string ProviderName; public int ProviderType; // Public Instance Properties public CspProviderFlags Flags{set; get; } }

The asymmetric algorithm implementation classes that are wrappers around the Windows Crypto API (RSACryptoServiceProvider and DSACryptoServiceProvider) are able to read and write key parameters from the persistent Windows key stores. This class can be used as an argument to the implementation class constructors in order to specify the details of which key store should be used.


Passed To

DSACryptoServiceProvider.DSACryptoServiceProvider( ), PasswordDeriveBytes.PasswordDeriveBytes( ), RNGCryptoServiceProvider.RNGCryptoServiceProvider( ), RSACryptoServiceProvider.RSACryptoServiceProvider( )
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		CspProviderFlags	serializable, flags




	System.Security.Cryptography (mscorlib.dll)	enum


public enum CspProviderFlags { UseMachineKeyStore = 0x00000001,UseDefaultKeyContainer = 0x00000002 }

The values of this enumeration specify the location where persistent asymmetric key values are stored; the constructor for the CspParameters class accepts a value from this enumeration.


Hierarchy

System.Object

System.ValueType

System.Enum(System.IComparable, System.IFormattable, System.IConvertible)

CspProviderFlags

Returned By

CspParameters.Flags

Passed To

CspParameters.Flags
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		DeriveBytes	




	System.Security.Cryptography (mscorlib.dll)	abstract class


public abstract class DeriveBytes { // Protected Constructors protected DeriveBytes( ); // Public Instance Methods public abstract byte[ ] GetBytes(int cb); public abstract void Reset( ); }

This abstract class is the basis for implementations that derive byte sequences from input data. For example, the .NET Framework class library includes the PasswordDeriveBytes class, which derives a cryptographic key from an easily remembered password.

The GetBytes( ) method derives a number of bytes from the input, where the number of bytes to derive is specified as the methods argument.


Subclasses

PasswordDeriveBytes
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		DES	disposable




	System.Security.Cryptography (mscorlib.dll)	abstract class


public abstract class DES : SymmetricAlgorithm { // Public Constructors public DES( ); // Public Instance Properties public override byte[ ] Key{set; get;  // overrides SymmetricAlgorithm
// Public Static Methods public static DES Create( ); public static DES Create(string algName); public static bool IsSemiWeakKey(byte[ ] rgbKey); public static bool IsWeakKey(byte[ ] rgbKey); }

This class extends SymmetricAlgorithm and is the abstract representation of the Digital Encryption Standard (DES) algorithm. Individual implementations of DES extend this class. The .NET Framework class library includes the DESCryptoServiceProvider class, which is the default implementation.

In addition to the members defined by the parent class, DES implements the IsSemiWeakKey( ) and IsWeakKey( ) methods, which determine if the selected cryptographic key results in a cipher that is easy to break.


Hierarchy

System.Object

SymmetricAlgorithm(System.IDisposable)

DES

Subclasses

DESCryptoServiceProvider
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		DESCryptoServiceProvider	disposable




	System.Security.Cryptography (mscorlib.dll)	sealed class


public sealed class DESCryptoServiceProvider : DES { // Public Constructors public DESCryptoServiceProvider( ); // Public Instance Methods public override ICryptoTransform CreateDecryptor(byte[ ] rgbKey, byte[ ] rgbIV); // overrides SymmetricAlgorithm public override ICryptoTransform CreateEncryptor(byte[ ] rgbKey, byte[ ] rgbIV); // overrides SymmetricAlgorithm public override void GenerateIV( );  // overrides SymmetricAlgorithm public override void GenerateKey( );  // overrides SymmetricAlgorithm }

This subclass of DES is the default implementation of the DES algorithm and is a wrapper around the Windows Crypto API.


Hierarchy

System.Object

SymmetricAlgorithm(System.IDisposable)

DES

DESCryptoServiceProvider
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		DSA	disposable




	System.Security.Cryptography (mscorlib.dll)	abstract class


public abstract class DSA : AsymmetricAlgorithm { // Public Static Methods public static DSA Create( ); public static DSA Create(string algName); // Public Instance Methods public abstract byte[ ] CreateSignature(byte[ ] rgbHash); public abstract DSAParameters ExportParameters(bool includePrivateParameters); public override void FromXmlString(string );  // overrides AsymmetricAlgorithm public abstract void ImportParameters(DSAParameters parameters); public override string ToXmlString( bool includePrivateParameters); // overrides AsymmetricAlgorithm public abstract bool VerifySignature(byte[ ] rgbHash, byte[ ] rgbSignature); }

This class extends AsymmetricAlgorithm and is the abstract representation of the Digital Signature Algorithm (DSA). Individual implementations of DSA will extend this class. The .NET Framework class library includes the DSACryptoServiceProvider class, which is the default implementation of the algorithm.

DSA key pairs are represented by the DSAParameters structure, and can be imported and exported from the DSA class with the ImportParameters( ) and ExportParameters( ) methods. The CreateSignature( ) method produces a digital signature for a cryptographic hash code, which can be verified using the VerifySignature( ) method.

The DSA algorithm does not support data encryption.


Hierarchy

System.Object

AsymmetricAlgorithm(System.IDisposable)

DSA

Subclasses

DSACryptoServiceProvider

Returned By

System.Security.Cryptography.Xml.DSAKeyValue.Key

Passed To

System.Security.Cryptography.Xml.DSAKeyValue.{DSAKeyValue( ), Key}
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		DSACryptoServiceProvider	disposable




	System.Security.Cryptography (mscorlib.dll)	sealed class


public sealed class DSACryptoServiceProvider : DSA { // Public Constructors public DSACryptoServiceProvider( ); public DSACryptoServiceProvider(CspParameters parameters); public DSACryptoServiceProvider(int dwKeySize); public DSACryptoServiceProvider(int dwKeySize, CspParameters parameters); // Public Static Properties public static bool UseMachineKeyStore{set; get; } // Public Instance Properties public override string KeyExchangeAlgorithm{get;  // overrides AsymmetricAlgorithm public override int KeySize{get;  // overrides AsymmetricAlgorithm public override KeySizes[ ] LegalKeySizes{get;  // overrides AsymmetricAlgorithm public bool PersistKeyInCsp{set; get; } public override string SignatureAlgorithm{get;  // overrides AsymmetricAlgorithm
// Public Instance Methods public override byte[ ] CreateSignature(byte[ ] rgbHash);  // overrides DSA public override DSAParameters ExportParameters(bool includePrivateParameters); // overrides DSA public override void ImportParameters( DSAParameters parameters); // overrides DSA public byte[ ] SignData(byte[ ] buffer); public byte[ ] SignData(byte[ ] buffer, int offset, int count); public byte[ ] SignData(System.IO.Stream inputStream); public byte[ ] SignHash(byte[ ] rgbHash, string str); public bool VerifyData(byte[ ] rgbData, byte[ ] rgbSignature); public bool VerifyHash(byte[ ] rgbHash, string str, byte[ ] rgbSignature); public override bool VerifySignature(byte[ ] rgbHash, byte[ ] rgbSignature); // overrides DSA
// Protected Instance Methods protected override void Dispose(bool disposing);  // overrides AsymmetricAlgorithm protected override void Finalize( );  // overrides object }

This subclass of DSA is the default implementation of the DSA and is a wrapper around the Windows Crypto API.

This class defines several new members; the SignData( ) method creates a digital signature by reading data from a stream. The VerifyData( ) method verifies a digital signature from the signed data (as opposed to the cryptographic hash code). The SignHash( ) and VerifyHash( ) methods are functionally equivalent to the CreateSignature( ) and VerifySignature( ) methods of the parent class.


Hierarchy

System.Object

AsymmetricAlgorithm(System.IDisposable)

DSA

DSACryptoServiceProvider
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		DSAParameters	serializable




	System.Security.Cryptography (mscorlib.dll)	struct


public struct DSAParameters { // Public Instance Fields public int Counter; public byte[ ] G; public byte[ ] J; public byte[ ] P; public byte[ ] Q; public byte[ ] Seed; public byte[ ] X; public byte[ ] Y; }

This structure represents the parameters of a DSA key, expressed as a set of Byte arrays. Key parameters are exported from the DSA class with the ExportParameters( ) method. Keys parameters are imported into the DSA class with the ImportParameters( ) method.


Hierarchy

System.Object

System.ValueType

DSAParameters

Returned By

DSA.ExportParameters( )

Passed To

DSA.ImportParameters( )
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		DSASignatureDeformatter	




	System.Security.Cryptography (mscorlib.dll)	class


public class DSASignatureDeformatter : AsymmetricSignatureDeformatter { // Public Constructors public DSASignatureDeformatter( ); public DSASignatureDeformatter(AsymmetricAlgorithm key); // Public Instance Methods public override void SetHashAlgorithm(string strName);  // overrides AsymmetricSignatureDeformatter public override void SetKey(AsymmetricAlgorithm key);  // overrides AsymmetricSignatureDeformatter public override bool VerifySignature(byte[ ] rgbHash, byte[ ] rgbSignature)// overrides AsymmetricSignatureDeformatter }

This child of the AsymmetricSignatureDeformatter class verifies Digital Signature Algorithm (DSA) signatures created with the DSASignatureFormatter class.


Hierarchy

System.Object

AsymmetricSignatureDeformatter

DSASignatureDeformatter
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		DSASignatureFormatter	




	System.Security.Cryptography (mscorlib.dll)	class


public class DSASignatureFormatter : AsymmetricSignatureFormatter { // Public Constructors public DSASignatureFormatter( ); public DSASignatureFormatter(AsymmetricAlgorithm key); // Public Instance Methods public override byte[ ] CreateSignature(byte[ ] rgbHash);  // overrides AsymmetricSignatureFormatter public override void SetHashAlgorithm(string strName);  // overrides AsymmetricSignatureFormatter public override void SetKey(AsymmetricAlgorithm key);  // overrides AsymmetricSignatureFormatter }

This class extends the AsymmetricSignatureFormatter class and creates digital signatures using the DSA. Signatures created by DSASignatureFormatter can be verified with the DSASignatureDeformatter class.


Hierarchy

System.Object

AsymmetricSignatureFormatter

DSASignatureFormatter
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		FromBase64Transform	disposable




	System.Security.Cryptography (mscorlib.dll)	class


public class FromBase64Transform : ICryptoTransform, IDisposable { // Public Constructors public FromBase64Transform( ); public FromBase64Transform(FromBase64TransformMode whitespaces); // Public Instance Properties public virtual bool CanReuseTransform{get;  // implements ICryptoTransform public bool CanTransformMultipleBlocks{get;  // implements ICryptoTransform public int InputBlockSize{get;  // implements ICryptoTransform public int OutputBlockSize{get;  // implements ICryptoTransform
// Public Instance Methods public void Clear( ); public int TransformBlock(byte[ ] inputBuffer, int inputOffset, int inputCount, byte[ ] outputBuffer, int outputOffset); // implements ICryptoTransform public byte[ ] TransformFinalBlock(byte[ ] inputBuffer, int inputOffset, int inputCount); // implements ICryptoTransform
// Protected Instance Methods protected virtual void Dispose(bool disposing); protected override void Finalize( );  // overrides object }

This implementation of the ICryptoTransform interface decodes Base64 data. This class is used in conjunction with the CryptoStream class.
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		FromBase64TransformMode	serializable




	System.Security.Cryptography (mscorlib.dll)	enum


public enum FromBase64TransformMode { IgnoreWhiteSpaces = 0,DoNotIgnoreWhiteSpaces = 1 }

This enumeration is used as an argument to the FromBase64Transform constructor to specify whether whitespace in the Base64-encoded data should be ignored.


Hierarchy

System.Object

System.ValueType

System.Enum(System.IComparable, System.IFormattable, System.IConvertible)

FromBase64TransformMode

Passed To

FromBase64Transform.FromBase64Transform( )
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		HashAlgorithm	disposable




	System.Security.Cryptography (mscorlib.dll)	abstract class


public abstract class HashAlgorithm : ICryptoTransform, IDisposable { // Protected Constructors protected HashAlgorithm( ); // Protected Instance Fields protected int HashSizeValue; protected byte[ ] HashValue; protected int State; // Public Instance Properties public virtual bool CanReuseTransform{get;  // implements ICryptoTransform public virtual bool CanTransformMultipleBlocks{get;  // implements ICryptoTransform public virtual byte[ ] Hash{get; } public virtual int HashSize{get; } public virtual int InputBlockSize{get;  // implements ICryptoTransform public virtual int OutputBlockSize{get;  // implements ICryptoTransform
// Public Static Methods public static HashAlgorithm Create( ); public static HashAlgorithm Create(string hashName); // Public Instance Methods public void Clear( ); public byte[ ] ComputeHash(byte[ ] buffer); public byte[ ] ComputeHash(byte[ ] buffer, int offset, int count); public byte[ ] ComputeHash(System.IO.Stream inputStream); public abstract void Initialize( ); public int TransformBlock(byte[ ] inputBuffer, int inputOffset, int inputCount, byte[ ] outputBuffer, int outputOffset); // implements ICryptoTransform public byte[ ] TransformFinalBlock(byte[ ] inputBuffer, int inputOffset, int inputCount); // implements ICryptoTransform
// Protected Instance Methods protected virtual void Dispose(bool disposing); protected abstract void HashCore(byte[ ] array, int ibStart, int cbSize); protected abstract byte[ ] HashFinal( ); }

A hash algorithm processes data to create a fixed-length string, known as a hash code. Hash algorithms are useful because it is difficult to find two sets of data that result in the same hash code; hash algorithms are an important part of the process to create digital signatures and are used to ensure data integrity.

All hash algorithm implementations inherit from this abstract class. Implementation classes are instantiated using the Create( ) method, which accepts the name of an implementation as a String argument. The default algorithm is created if no implementation name is specified; the system administrator can configure the default algorithm.

The ComputeHash( ) method generates a hash code by either processing a Byte array or by reading data from a Stream.


Subclasses

KeyedHashAlgorithm, MD5, SHA1, SHA256, SHA384, SHA512

Returned By

SignatureDescription.CreateDigest( ), System.Security.Policy.HashMembershipCondition.HashAlgorithm

Passed To

AsymmetricSignatureDeformatter.VerifySignature( ), AsymmetricSignatureFormatter.CreateSignature( ), System.Security.Policy.Hash.GenerateHash( ), System.Security.Policy.HashMembershipCondition.{HashAlgorithm, HashMembershipCondition( )}
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		HMACSHA1	disposable




	System.Security.Cryptography (mscorlib.dll)	class


public class HMACSHA1 : KeyedHashAlgorithm { // Public Constructors public HMACSHA1( ); public HMACSHA1(byte[ ] rgbKey); // Public Instance Properties public string HashName{set; get; } public override byte[ ] Key{set; get;  // overrides KeyedHashAlgorithm
// Public Instance Methods public override void Initialize( );  // overrides HashAlgorithm
// Protected Instance Methods protected override void Dispose(bool disposing);  // overrides KeyedHashAlgorithm protected override void Finalize( );  // overrides KeyedHashAlgorithm protected override void HashCore(byte[ ] rgb, int ib, int cb); // overrides HashAlgorithm protected override byte[ ] HashFinal( );  // overrides HashAlgorithm }

This class extends the KeyedHashAlgorithm class and implements the HMAC-SHA-1 algorithm, which uses the SHA-1 algorithm as the basis for creating keyed hash codes.


Hierarchy

System.Object

HashAlgorithm(ICryptoTransform, System.IDisposable)

KeyedHashAlgorithm

HMACSHA1
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		ICryptoTransform	disposable




	System.Security.Cryptography (mscorlib.dll)	interface


public interface ICryptoTransform : IDisposable { // Public Instance Properties public bool CanReuseTransform{get; } public bool CanTransformMultipleBlocks{get; } public int InputBlockSize{get; } public int OutputBlockSize{get; } // Public Instance Methods public int TransformBlock(byte[ ] inputBuffer, int inputOffset, int inputCount, byte[ ] outputBuffer, int outputOffset); public byte[ ] TransformFinalBlock(byte[ ] inputBuffer, int inputOffset, int inputCount); }

The ICryptoTransform interface defines the basic operations of a symmetric block cipher, and is used in conjunction with the CryptoStream class to transform data. Implementations of this interface are most commonly obtained through the SymmetricAlgorithm.CreateEncryptor( ) and SymmetricAlgorithm.CreateDecryptor( ) methods.


Implemented By

CryptoAPITransform, FromBase64Transform, HashAlgorithm, ToBase64Transform

Returned By

SymmetricAlgorithm.{CreateDecryptor( ), CreateEncryptor( )}

Passed To

CryptoStream.CryptoStream( )
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		KeyedHashAlgorithm	disposable




	System.Security.Cryptography (mscorlib.dll)	abstract class


public abstract class KeyedHashAlgorithm : HashAlgorithm { // Protected Constructors protected KeyedHashAlgorithm( ); // Protected Instance Fields protected byte[ ] KeyValue; // Public Instance Properties public virtual byte[ ] Key{set; get; } // Public Static Methods public static KeyedHashAlgorithm Create( ); public static KeyedHashAlgorithm Create(string algName); // Protected Instance Methods protected override void Dispose(bool disposing);  // overrides HashAlgorithm protected override void Finalize( );  // overrides object }

Keyed hash algorithms provide authenticated hash codes by combining a secret key with the data to process. The recipient can validate the hash code only if he knows the secret key.

All keyed hash algorithm implementations inherit from this abstract class, which extends the HashAlgorithm class. Implementation classes are instantiated using the Create( ) method, which accepts the name of an implementation as a System.String argument. The default implementation class is created if no name is specified; the system administrator determines the default class.

In addition to the members defined by the parent class, KeyedHashAlgorithm implements the Key property, which gets and sets the value of the secret key, expressed as a System.Byte array.


Hierarchy

System.Object

HashAlgorithm(ICryptoTransform, System.IDisposable)

KeyedHashAlgorithm

Subclasses

HMACSHA1, MACTripleDES

Passed To

System.Security.Cryptography.Xml.SignedXml.{CheckSignature( ), ComputeSignature( )}
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		KeySizes	




	System.Security.Cryptography (mscorlib.dll)	sealed class


public sealed class KeySizes { // Public Constructors public KeySizes(int minSize, int maxSize, int skipSize); // Public Instance Properties public int MaxSize{get; } public int MinSize{get; } public int SkipSize{get; } }

The KeySizes class expresses a range of cryptographic key lengths; instances of this class are returned from the SymmetricAlgorithm.LegalKeySizes( ) and AsymmetricAlgorithm.LegalKeySizes( ) methods.

The three class properties express the range of key lengths; MinSize specifies the shortest supported key length, MaxSize specifies the longest supported length, and SkipSize specifies the interval between supported lengths. For example, if MinSize is 16, MaxSize is 32, and SkipSize is 8, then the KeySize would represent key lengths of 16, 24, and 32 bits.


Returned By

AsymmetricAlgorithm.LegalKeySizes, SymmetricAlgorithm.{LegalBlockSizes, LegalKeySizes}
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		MACTripleDES	disposable




	System.Security.Cryptography (mscorlib.dll)	class


public class MACTripleDES : KeyedHashAlgorithm { // Public Constructors public MACTripleDES( ); public MACTripleDES(byte[ ] rgbKey); public MACTripleDES(string strTripleDES, byte[ ] rgbKey); // Public Instance Methods public override void Initialize( );  // overrides HashAlgorithm
// Protected Instance Methods protected override void Dispose(bool disposing);  // overrides KeyedHashAlgorithm protected override void Finalize( );  // overrides KeyedHashAlgorithm protected override void HashCore(byte[ ] rgbData, int ibStart, int cbSize); // overrides HashAlgorithm protected override byte[ ] HashFinal( );  // overrides HashAlgorithm }

This class extends the KeyedHashAlgorithm class and implements the MAC-Triple-DES algorithm, which uses the Triple-DES encryption algorithm to create a keyed hash code.


Hierarchy

System.Object

HashAlgorithm(ICryptoTransform, System.IDisposable)

KeyedHashAlgorithm

MACTripleDES
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		MaskGenerationMethod	




	System.Security.Cryptography (mscorlib.dll)	abstract class


public abstract class MaskGenerationMethod { // Protected Constructors protected MaskGenerationMethod( ); // Public Instance Methods public abstract byte[ ] GenerateMask(byte[ ] rgbSeed, int cbReturn); }

This class creates masks used in key exchange algorithms. This is an internal class and is not instantiated directly by the programmer.


Subclasses

PKCS1MaskGenerationMethod
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		MD5	disposable




	System.Security.Cryptography (mscorlib.dll)	abstract class


public abstract class MD5 : HashAlgorithm { // Protected Constructors protected MD5( ); // Public Static Methods public static MD5 Create( ); public static MD5 Create(string algName); }

This class extends HashAlgorithm and is the abstract representation of the MD5 algorithm. Individual implementations of MD5 will extend this class. The .NET Framework class library includes the MD5CryptoServiceProvider class, which is the default implementation.


Hierarchy

System.Object

HashAlgorithm(ICryptoTransform, System.IDisposable)

MD5

Subclasses

MD5CryptoServiceProvider
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		MD5CryptoServiceProvider	disposable




	System.Security.Cryptography (mscorlib.dll)	sealed class


public sealed class MD5CryptoServiceProvider : MD5 { // Public Constructors public MD5CryptoServiceProvider( ); // Public Instance Methods public override void Initialize( );  // overrides HashAlgorithm
// Protected Instance Methods protected override void Dispose(bool disposing);  // overrides HashAlgorithm protected override void Finalize( );  // overrides object protected override void HashCore(byte[ ] rgb, int ibStart, int cbSize);  // overrides HashAlgorithm protected override byte[ ] HashFinal( );  // overrides HashAlgorithm }

This subclass of MD5 is the default implementation of the MD5 algorithm and is a wrapper around the Windows Crypto API.


Hierarchy

System.Object

HashAlgorithm(ICryptoTransform, System.IDisposable)

MD5

MD5CryptoServiceProvider
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		PaddingMode	serializable




	System.Security.Cryptography (mscorlib.dll)	enum


public enum PaddingMode { None = 1,PKCS7 = 2,Zeros = 3 }

The PaddingMode enumeration is used with the SymmetricAlgorithm.Padding property to specify a padding scheme for data encryption. The PKCS7 value specifies PKCS #7 padding, where the value of the padding bytes is set to be the number of padding bytes (for example, if seven bytes of padding are required, then the value of these bytes will be 7). The Zeros value specifies that all padding bytes should be set to have a value of 0.


Hierarchy

System.Object

System.ValueType

System.Enum(System.IComparable, System.IFormattable, System.IConvertible)

PaddingMode

Returned By

SymmetricAlgorithm.Padding

Passed To

SymmetricAlgorithm.Padding
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		PasswordDeriveBytes	




	System.Security.Cryptography (mscorlib.dll)	class


public class PasswordDeriveBytes : DeriveBytes { // Public Constructors public PasswordDeriveBytes(string strPassword, byte[ ] rgbSalt); public PasswordDeriveBytes(string strPassword, byte[ ] rgbSalt, CspParameters cspParams); public PasswordDeriveBytes(string strPassword, byte[ ] rgbSalt, string strHashName, int iterations); public PasswordDeriveBytes(string strPassword, byte[ ] rgbSalt, string strHashName, int iterations, CspParameters cspParams); // Public Instance Properties public string HashName{set; get; } public int IterationCount{set; get; } public byte[ ] Salt{set; get; } // Public Instance Methods public byte[ ] CryptDeriveKey(string algname, string alghashname, int keySize, byte[ ] rgbIV); public override byte[ ] GetBytes(int cb);  // overrides DeriveBytes public override void Reset( );  // overrides DeriveBytes
// Protected Instance Methods protected override void Finalize( );  // overrides object }

This class extends the abstract DeriveBytes class and generates symmetric key values by applying a hash algorithm to a password string. The HashName property specifies the hash algorithm to use and the IterationCount property indicates how many times the hash algorithm will be applied in order to create the symmetric key value.


Hierarchy

System.Object

DeriveBytes

PasswordDeriveBytes
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		PKCS1MaskGenerationMethod	




	System.Security.Cryptography (mscorlib.dll)	class


public class PKCS1MaskGenerationMethod : MaskGenerationMethod { // Public Constructors public PKCS1MaskGenerationMethod( ); // Public Instance Properties public string HashName{set; get; } // Public Instance Methods public override byte[ ] GenerateMask(byte[ ] rgbSeed, int cbReturn);  // overrides MaskGenerationMethod }

This class creates masks used as part of OAEP key exchange formatting. This is an internal class, and is not instantiated directly by the programmer.


Hierarchy

System.Object

MaskGenerationMethod

PKCS1MaskGenerationMethod
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		RandomNumberGenerator	




	System.Security.Cryptography (mscorlib.dll)	abstract class


public abstract class RandomNumberGenerator { // Public Constructors public RandomNumberGenerator( ); // Public Static Methods public static RandomNumberGenerator Create( ); public static RandomNumberGenerator Create(string rngName); // Public Instance Methods public abstract void GetBytes(byte[ ] data); public abstract void GetNonZeroBytes(byte[ ] data); }

The RandomNumberGenerator class is the abstract base from which random number generator implementations inherit. Implementation classes are instantiated with the Create( ) method, which accepts the name of an implementation as a String argument. An instance of the default algorithm is created if no name is specified; the system administrator can configure the default algorithm.

The GetBytes( ) method populates a System.Byte array with random values; the array to fill is the sole argument to the method. The GetNonZeroBytes( ) method populates a System.Byte array with random values, none of which will be 0.

The .NET Framework class library includes the RNGCryptoServiceProvider class, which is the default implementation.


Subclasses

RNGCryptoServiceProvider

Returned By

RSAOAEPKeyExchangeFormatter.Rng, RSAPKCS1KeyExchangeDeformatter.RNG, RSAPKCS1KeyExchangeFormatter.Rng

Passed To

RSAOAEPKeyExchangeFormatter.Rng, RSAPKCS1KeyExchangeDeformatter.RNG, RSAPKCS1KeyExchangeFormatter.Rng
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		RC2	disposable




	System.Security.Cryptography (mscorlib.dll)	abstract class


public abstract class RC2 : SymmetricAlgorithm { // Public Constructors public RC2( ); // Protected Instance Fields protected int EffectiveKeySizeValue; // Public Instance Properties public virtual int EffectiveKeySize{set; get; } public override int KeySize{set; get;  // overrides SymmetricAlgorithm
// Public Static Methods public static RC2 Create( ); public static RC2 Create(string AlgName); }

This class extends SymmetricAlgorithm and is the abstract representation of the RC2 algorithm. Individual implementations of RC2 will extend this class. The .NET Framework class library includes the RC2CryptoServiceProvider class, which is the default implementation.


Hierarchy

System.Object

SymmetricAlgorithm(System.IDisposable)

RC2

Subclasses

RC2CryptoServiceProvider
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		RC2CryptoServiceProvider	disposable




	System.Security.Cryptography (mscorlib.dll)	sealed class


public sealed class RC2CryptoServiceProvider : RC2 { // Public Constructors public RC2CryptoServiceProvider( ); // Public Instance Properties public override int EffectiveKeySize{set; get;  // overrides RC2
// Public Instance Methods public override ICryptoTransform CreateDecryptor(byte[ ] rgbKey, byte[ ] rgbIV);  // overrides SymmetricAlgorithm public override ICryptoTransform CreateEncryptor(byte[ ] rgbKey, byte[ ] rgbIV);  // overrides SymmetricAlgorithm public override void GenerateIV( );  // overrides SymmetricAlgorithm public override void GenerateKey( );  // overrides SymmetricAlgorithm }

This subclass of RC2 is the default implementation of the RC2 algorithm and is a wrapper around the Windows Crypto API.


Hierarchy

System.Object

SymmetricAlgorithm(System.IDisposable)

RC2

RC2CryptoServiceProvider
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		Rijndael	disposable




	System.Security.Cryptography (mscorlib.dll)	abstract class


public abstract class Rijndael : SymmetricAlgorithm { // Public Constructors public Rijndael( ); // Public Static Methods public static Rijndael Create( ); public static Rijndael Create(string algName); }

This class extends SymmetricAlgorithm and is the abstract representation of the Rijndael algorithm. Individual implementations of Rijndael will extend this class. The .NET Framework class library includes the Rijndael class, which is the default implementation.

The Rijndael algorithm is also known as the Advanced Encryption Standard (AES).


Hierarchy

System.Object

SymmetricAlgorithm(System.IDisposable)

Rijndael

Subclasses

RijndaelManaged
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		RijndaelManaged	disposable




	System.Security.Cryptography (mscorlib.dll)	sealed class


public sealed class RijndaelManaged : Rijndael { // Public Constructors public RijndaelManaged( ); // Public Instance Methods public override ICryptoTransform CreateDecryptor(byte[ ] rgbKey, byte[ ] rgbIV);  // overrides SymmetricAlgorithm public override ICryptoTransform CreateEncryptor(byte[ ] rgbKey, byte[ ] rgbIV);  // overrides SymmetricAlgorithm public override void GenerateIV( );  // overrides SymmetricAlgorithm public override void GenerateKey( );  // overrides SymmetricAlgorithm }

This subclass of Rijndael is the default implementation of the Rijndael/AES algorithm. RijndaelManaged is implemented in managed code, rather than acting as a wrapper around the Windows Crypto API.


Hierarchy

System.Object

SymmetricAlgorithm(System.IDisposable)

Rijndael

RijndaelManaged
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		RNGCryptoServiceProvider	




	System.Security.Cryptography (mscorlib.dll)	sealed class


public sealed class RNGCryptoServiceProvider : RandomNumberGenerator { // Public Constructors public RNGCryptoServiceProvider( ); public RNGCryptoServiceProvider(byte[ ] rgb); public RNGCryptoServiceProvider(CspParameters cspParams); public RNGCryptoServiceProvider(string str); // Public Instance Methods public override void GetBytes(byte[ ] data);  // overrides RandomNumberGenerator public override void GetNonZeroBytes(byte[ ] data);  // overrides RandomNumberGenerator
// Protected Instance Methods protected override void Finalize( );  // overrides object }

This subclass of RandomNumberGenerator is the default random number generator implementation, and is a wrapper around the Windows Crypto API.


Hierarchy

System.Object

RandomNumberGenerator

RNGCryptoServiceProvider
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		RSA	disposable




	System.Security.Cryptography (mscorlib.dll)	abstract class


public abstract class RSA : AsymmetricAlgorithm { // Public Constructors public RSA( ); // Public Static Methods public static RSA Create( ); public static RSA Create(string algName); // Public Instance Methods public abstract byte[ ] DecryptValue(byte[ ] rgb); public abstract byte[ ] EncryptValue(byte[ ] rgb); public abstract RSAParameters ExportParameters(bool includePrivateParameters); public override void FromXmlString(string );  // overrides AsymmetricAlgorithm public abstract void ImportParameters(RSAParameters parameters); public override string ToXmlString(bool includePrivateParameters);  // overrides AsymmetricAlgorithm }

This class extends AsymmetricAlgorithm and is the abstract representation of the RSA algorithm. Individual implementations of RSA will extend this class. RSA key pairs are represented by the RSAParameters structure, and can be imported and exported from the RSA class with the ImportParameters( ) and ExportParameters( ) methods.

The EncryptValue( ) and DecryptValue( ) methods defined by this class are not implemented by the RSACryptoServiceProvider class, which is the only implementation class included in the .NET Framework class library; data encryption must be performed by using methods defined in the implementation class.

This class does not define any members to support digital signatures; see the RSACryptoServiceProvider or the RSAPKCS1SignatureFormatter classes in this chapter for details of RSA digital signature support.


Hierarchy

System.Object

AsymmetricAlgorithm(System.IDisposable)

RSA

Subclasses

RSACryptoServiceProvider

Returned By

System.Security.Cryptography.Xml.RSAKeyValue.Key

Passed To

System.Security.Cryptography.Xml.RSAKeyValue.{Key, RSAKeyValue( )}


	

	[ Team LiB ]	
[image: Previous Section]
[image: Next Section]




	[ Team LiB ]	
[image: Previous Section]
[image: Next Section]

 

		RSACryptoServiceProvider	disposable




	System.Security.Cryptography (mscorlib.dll)	sealed class


public sealed class RSACryptoServiceProvider : RSA { // Public Constructors public RSACryptoServiceProvider( ); public RSACryptoServiceProvider(CspParameters parameters); public RSACryptoServiceProvider(int dwKeySize); public RSACryptoServiceProvider(int dwKeySize, CspParameters parameters); // Public Static Properties public static bool UseMachineKeyStore{set; get; } // Public Instance Properties public override string KeyExchangeAlgorithm{get;  // overrides AsymmetricAlgorithm public override int KeySize{get;  // overrides AsymmetricAlgorithm public bool PersistKeyInCsp{set; get; } public override string SignatureAlgorithm{get;  // overrides AsymmetricAlgorithm
// Public Instance Methods public byte[ ] Decrypt(byte[ ] rgb, bool fOAEP); public override byte[ ] DecryptValue(byte[ ] rgb);  // overrides RSA public byte[ ] Encrypt(byte[ ] rgb, bool fOAEP); public override byte[ ] EncryptValue(byte[ ] rgb);  // overrides RSA public override RSAParameters ExportParameters( bool includePrivateParameters);  // overrides RSA public override void ImportParameters( RSAParameters parameters);  // overrides RSA public byte[ ] SignData(byte[ ] buffer, int offset, int count, object halg); public byte[ ] SignData(byte[ ] buffer, object halg); public byte[ ] SignData(System.IO.Stream inputStream, object halg); public byte[ ] SignHash(byte[ ] rgbHash, string str); public bool VerifyData(byte[ ] buffer, object halg, byte[ ] signature); public bool VerifyHash(byte[ ] rgbHash, string str, byte[ ] rgbSignature); // Protected Instance Methods protected override void Dispose(bool disposing);  // overrides AsymmetricAlgorithm protected override void Finalize( );  // overrides object }

This subclass of RSA is the default implementation of the RSA algorithm and is a wrapper around the Windows Crypto API.

This class defines several new members in addition to those of the RSA class; the Encrypt( ) and Decrypt( ) methods encrypt and decrypt System.Byte arrays with the RSA algorithm. The SignHash( ) and VerifyHash( ) methods create and verify digital signatures for cryptographic hash codes. The SignData( ) method creates a cryptographic hash code for data read from a System.IO.Stream or a System.Byte array and creates a signature for the result.

RSACryptoServiceProvider does not implement the EncryptValue( ) and DecryptValue( ) methods defined in the RSA class.


Hierarchy

System.Object

AsymmetricAlgorithm(System.IDisposable)

RSA

RSACryptoServiceProvider
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		RSAOAEPKeyExchangeDeformatter	




	System.Security.Cryptography (mscorlib.dll)	class


public class RSAOAEPKeyExchangeDeformatter : AsymmetricKeyExchangeDeformatter { // Public Constructors public RSAOAEPKeyExchangeDeformatter( ); public RSAOAEPKeyExchangeDeformatter(AsymmetricAlgorithm key); // Public Instance Properties public override string Parameters{set; get;  // overrides AsymmetricKeyExchangeDeformatter
// Public Instance Methods public override byte[ ] DecryptKeyExchange(byte[ ] rgbData);  // overrides AsymmetricKeyExchangeDeformatter public override void SetKey(AsymmetricAlgorithm key);  // overrides AsymmetricKeyExchangeDeformatter }

This is an implementation of the AsymmetricKeyExchangeDeformatter class, which decrypts symmetric secret key values encrypted using the RSAOAEPKeyExchangeFormatter class.


Hierarchy

System.Object

AsymmetricKeyExchangeDeformatter

RSAOAEPKeyExchangeDeformatter
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		RSAOAEPKeyExchangeFormatter	




	System.Security.Cryptography (mscorlib.dll)	class


public class RSAOAEPKeyExchangeFormatter : AsymmetricKeyExchangeFormatter { // Public Constructors public RSAOAEPKeyExchangeFormatter( ); public RSAOAEPKeyExchangeFormatter(AsymmetricAlgorithm key); // Public Instance Properties public byte[ ] Parameter{set; get; } public override string Parameters{get;  // overrides AsymmetricKeyExchangeFormatter public RandomNumberGenerator Rng{set; get; } // Public Instance Methods public override byte[ ] CreateKeyExchange(byte[ ] rgbData);  // overrides AsymmetricKeyExchangeFormatter public override byte[ ] CreateKeyExchange(byte[ ] rgbData, Type symAlgType);  // overrides AsymmetricKeyExchangeFormatter public override void SetKey(AsymmetricAlgorithm key);  // overrides AsymmetricKeyExchangeFormatter }

This is an implementation of the AsymmetricKeyExchangeFormatter class, and formats a symmetric secret key value using the OAEP scheme. The formatted data is encrypted with the RSA algorithm.

In addition to the members defined by the parent class, RSAOAEPKeyExchangeFormatter defines the Rng property, which gets or sets the instance of RandomNumberGenerator used in the creation of the OAEP data.


Hierarchy

System.Object

AsymmetricKeyExchangeFormatter

RSAOAEPKeyExchangeFormatter
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		RSAParameters	serializable




	System.Security.Cryptography (mscorlib.dll)	struct


public struct RSAParameters { // Public Instance Fields public byte[ ] D; public byte[ ] DP; public byte[ ] DQ; public byte[ ] Exponent; public byte[ ] InverseQ; public byte[ ] Modulus; public byte[ ] P; public byte[ ] Q; }

This structure represents the parameters of an RSA key, expressed as a set of Byte arrays. Key parameters are exported from the RSA class with the RSA.ExportParameters( ) method. Key parameters are imported into the RSA class with the RSA.ImportParameters( ) method.


Hierarchy

System.Object

System.ValueType

RSAParameters

Returned By

RSA.ExportParameters( )

Passed To

RSA.ImportParameters( )
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		RSAPKCS1KeyExchangeDeformatter	




	System.Security.Cryptography (mscorlib.dll)	class


public class RSAPKCS1KeyExchangeDeformatter : AsymmetricKeyExchangeDeformatter { // Public Constructors public RSAPKCS1KeyExchangeDeformatter( ); public RSAPKCS1KeyExchangeDeformatter(AsymmetricAlgorithm key); // Public Instance Properties public override string Parameters{set; get;  // overrides AsymmetricKeyExchangeDeformatter public RandomNumberGenerator RNG{set; get; } // Public Instance Methods public override byte[ ] DecryptKeyExchange(byte[ ] rgbIn);  // overrides AsymmetricKeyExchangeDeformatter public override void SetKey(AsymmetricAlgorithm key);  // overrides AsymmetricKeyExchangeDeformatter }

This is an implementation of the AsymmetricKeyExchangeDeformatter class, which decrypts symmetric secret key values encrypted using the RSAPKCS1KeyExchangeFormatter class.


Hierarchy

System.Object

AsymmetricKeyExchangeDeformatter

RSAPKCS1KeyExchangeDeformatter
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		RSAPKCS1KeyExchangeFormatter	




	System.Security.Cryptography (mscorlib.dll)	class


public class RSAPKCS1KeyExchangeFormatter : AsymmetricKeyExchangeFormatter { // Public Constructors public RSAPKCS1KeyExchangeFormatter( ); public RSAPKCS1KeyExchangeFormatter(AsymmetricAlgorithm key); // Public Instance Properties public override string Parameters{get;  // overrides AsymmetricKeyExchangeFormatter public RandomNumberGenerator Rng{set; get; } // Public Instance Methods public override byte[ ] CreateKeyExchange(byte[ ] rgbData);  // overrides AsymmetricKeyExchangeFormatter public override byte[ ] CreateKeyExchange(byte[ ] rgbData, Type symAlgType);  // overrides AsymmetricKeyExchangeFormatter public override void SetKey(AsymmetricAlgorithm key);  // overrides AsymmetricKeyExchangeFormatter }

This is an implementation of the AsymmetricKeyExchangeFormatter class that formats a symmetric secret key value using the PKCS #1 scheme. The formatted data is encrypted using the RSA algorithm.


Hierarchy

System.Object

AsymmetricKeyExchangeFormatter

RSAPKCS1KeyExchangeFormatter
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		RSAPKCS1SignatureDeformatter	




	System.Security.Cryptography (mscorlib.dll)	class


public class RSAPKCS1SignatureDeformatter : AsymmetricSignatureDeformatter { // Public Constructors public RSAPKCS1SignatureDeformatter( ); public RSAPKCS1SignatureDeformatter(AsymmetricAlgorithm key); // Public Instance Methods public override void SetHashAlgorithm(string strName);  // overrides AsymmetricSignatureDeformatter public override void SetKey(AsymmetricAlgorithm key);  // overrides AsymmetricSignatureDeformatter public override bool VerifySignature(byte[ ] rgbHash, byte[ ] rgbSignature);  // overrides AsymmetricSignatureDeformatter }

This child of the AsymmetricSignatureDeformatter class verifies RSA signatures created with the RSAPKCS1SignatureFormatter class.


Hierarchy

System.Object

AsymmetricSignatureDeformatter

RSAPKCS1SignatureDeformatter
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		RSAPKCS1SignatureFormatter	




	System.Security.Cryptography (mscorlib.dll)	class


public class RSAPKCS1SignatureFormatter : AsymmetricSignatureFormatter { // Public Constructors public RSAPKCS1SignatureFormatter( ); public RSAPKCS1SignatureFormatter(AsymmetricAlgorithm key); // Public Instance Methods public override byte[ ] CreateSignature(byte[ ] rgbHash);  // overrides AsymmetricSignatureFormatter public override void SetHashAlgorithm(string strName);  // overrides AsymmetricSignatureFormatter public override void SetKey(AsymmetricAlgorithm key);  // overrides AsymmetricSignatureFormatter }

This class extends the AsymmetricSignatureFormatter class and creates digital signatures using the RSA algorithm. Signatures created by RSAPKCS1SignatureFormatter can be verified with the RSAPKCS1SignatureDeformatter class.


Hierarchy

System.Object

AsymmetricSignatureFormatter

RSAPKCS1SignatureFormatter
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		SHA1	disposable




	System.Security.Cryptography (mscorlib.dll)	abstract class


public abstract class SHA1 : HashAlgorithm { // Protected Constructors protected SHA1( ); // Public Static Methods public static SHA1 Create( ); public static SHA1 Create(string hashName); }

This class extends HashAlgorithm and is the abstract representation of the SHA-1 algorithm, which creates a 160-bit hash code. Individual implementations of SHA-1 extend this class. The .NET Framework class library includes the SHA1CryptoServiceProvider class, which is the default implementation.


Hierarchy

System.Object

HashAlgorithm(ICryptoTransform, System.IDisposable)

SHA1

Subclasses

SHA1CryptoServiceProvider, SHA1Managed
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		SHA1CryptoServiceProvider	disposable




	System.Security.Cryptography (mscorlib.dll)	sealed class


public sealed class SHA1CryptoServiceProvider : SHA1 { // Public Constructors public SHA1CryptoServiceProvider( ); // Public Instance Methods public override void Initialize( );  // overrides HashAlgorithm
// Protected Instance Methods protected override void Dispose(bool disposing);  // overrides HashAlgorithm protected override void Finalize( );  // overrides object protected override void HashCore(byte[ ] rgb, int ibStart, int cbSize);  // overrides HashAlgorithm protected override byte[ ] HashFinal( );  // overrides HashAlgorithm }

This subclass of SHA1 is the default implementation of the SHA-1 algorithm and is a wrapper around the Windows Crypto API.


Hierarchy

System.Object

HashAlgorithm(ICryptoTransform, System.IDisposable)
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SHA1CryptoServiceProvider
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		SHA1Managed	disposable




	System.Security.Cryptography (mscorlib.dll)	class


public class SHA1Managed : SHA1 { // Public Constructors public SHA1Managed( ); // Public Instance Methods public override void Initialize( );  // overrides HashAlgorithm
// Protected Instance Methods protected override void HashCore(byte[ ] rgb, int ibStart, int cbSize);  // overrides HashAlgorithm protected override byte[ ] HashFinal( );  // overrides HashAlgorithm }

This subclass of SHA1 is a managed-code implementation of the SHA-1 algorithm.


Hierarchy

System.Object

HashAlgorithm(ICryptoTransform, System.IDisposable)

SHA1

SHA1Managed
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		SHA256	disposable




	System.Security.Cryptography (mscorlib.dll)	abstract class


public abstract class SHA256 : HashAlgorithm { // Public Constructors public SHA256( ); // Public Static Methods public static SHA256 Create( ); public static SHA256 Create(string hashName); }

This class extends HashAlgorithm and is the abstract representation of the SHA-256 algorithm, which creates a 256-bit hash code. Individual implementations of SHA-256 extend this class. The .NET Framework class library includes the SHA256Managed class, which is the default implementation.


Hierarchy

System.Object

HashAlgorithm(ICryptoTransform, System.IDisposable)

SHA256

Subclasses

SHA256Managed
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		SHA256Managed	disposable




	System.Security.Cryptography (mscorlib.dll)	class


public class SHA256Managed : SHA256 { // Public Constructors public SHA256Managed( ); // Public Instance Methods public override void Initialize( );  // overrides HashAlgorithm
// Protected Instance Methods protected override void HashCore(byte[ ] rgb, int ibStart, int cbSize);  // overrides HashAlgorithm protected override byte[ ] HashFinal( );  // overrides HashAlgorithm }

This subclass of SHA256 is the default implementation of the SHA-256 algorithm. SHA256Managed is implemented in managed code, rather than acting as a wrapper around the Windows Crypto API.


Hierarchy

System.Object

HashAlgorithm(ICryptoTransform, System.IDisposable)

SHA256

SHA256Managed
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		SHA384	disposable




	System.Security.Cryptography (mscorlib.dll)	abstract class


public abstract class SHA384 : HashAlgorithm { // Public Constructors public SHA384( ); // Public Static Methods public static SHA384 Create( ); public static SHA384 Create(string hashName); }

This class extends HashAlgorithm and is the abstract representation of the SHA-384 algorithm, which creates a 384-bit hash code. Individual implementations of SHA-384 extend this class. The .NET Framework class library includes the SHA384Managed class, which is the default implementation.


Hierarchy

System.Object

HashAlgorithm(ICryptoTransform, System.IDisposable)

SHA384

Subclasses

SHA384Managed
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		SHA384Managed	disposable




	System.Security.Cryptography (mscorlib.dll)	class


public class SHA384Managed : SHA384 { // Public Constructors public SHA384Managed( ); // Public Instance Methods public override void Initialize( );  // overrides HashAlgorithm
// Protected Instance Methods protected override void HashCore(byte[ ] rgb, int ibStart, int cbSize);  // overrides HashAlgorithm protected override byte[ ] HashFinal( );  // overrides HashAlgorithm }

This subclass of SHA384 is the default implementation of the SHA-384 algorithm. SHA384Managed is implemented in managed code, rather than acting as a wrapper around the Windows Crypto API.


Hierarchy

System.Object

HashAlgorithm(ICryptoTransform, System.IDisposable)

SHA384

SHA384Managed
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		SHA512	disposable




	System.Security.Cryptography (mscorlib.dll)	abstract class


public abstract class SHA512 : HashAlgorithm { // Public Constructors public SHA512( ); // Public Static Methods public static SHA512 Create( ); public static SHA512 Create(string hashName); }

This class extends HashAlgorithm and is the abstract representation of the SHA-512 algorithm, which creates a 512-bit hash code. Individual implementations of SHA-512 extend this class. The .NET Framework class library includes the SHA512Managed class, which is the default implementation.


Hierarchy

System.Object

HashAlgorithm(ICryptoTransform, System.IDisposable)

SHA512

Subclasses

SHA512Managed
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		SHA512Managed	disposable




	System.Security.Cryptography (mscorlib.dll)	class


public class SHA512Managed : SHA512 { // Public Constructors public SHA512Managed( ); // Public Instance Methods public override void Initialize( );  // overrides HashAlgorithm
// Protected Instance Methods protected override void HashCore(byte[ ] rgb, int ibStart, int cbSize);  // overrides HashAlgorithm protected override byte[ ] HashFinal( );  // overrides HashAlgorithm }

This subclass of SHA512 is the default implementation of the SHA-512 algorithm. SHA512Managed is implemented in managed code, rather than acting as a wrapper around the Windows Crypto API.


Hierarchy

System.Object

HashAlgorithm(ICryptoTransform, System.IDisposable)

SHA512

SHA512Managed
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		SignatureDescription	




	System.Security.Cryptography (mscorlib.dll)	class


public class SignatureDescription { // Public Constructors public SignatureDescription( ); public SignatureDescription(System.Security.SecurityElement el); // Public Instance Properties public string DeformatterAlgorithm{set; get; } public string DigestAlgorithm{set; get; } public string FormatterAlgorithm{set; get; } public string KeyAlgorithm{set; get; } // Public Instance Methods public virtual AsymmetricSignatureDeformatter CreateDeformatter(AsymmetricAlgorithm key); public virtual HashAlgorithm CreateDigest( ); public virtual AsymmetricSignatureFormatter CreateFormatter(AsymmetricAlgorithm key); }

This class creates instances of the AsymmetricSignatureFormatter and AsymmetricSignatureDeformatter implementation classes based on the values of the class properties. The FormatterAlgorithm and DeformatterAlgorithm properties specify the formatting scheme; the DigestAlgorithm and the KeyAlgorithm properties specify the algorithms to use.

Instances of the formatter and deformatter implementation classes are created with the CreateFormatter( ) and CreateDeformatter( ) methods.
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		SymmetricAlgorithm	disposable




	System.Security.Cryptography (mscorlib.dll)	abstract class


public abstract class SymmetricAlgorithm : IDisposable { // Public Constructors public SymmetricAlgorithm( ); // Protected Instance Fields protected int BlockSizeValue; protected int FeedbackSizeValue; protected byte[ ] IVValue; protected int KeySizeValue; protected byte[ ] KeyValue; protected KeySizes[ ] LegalBlockSizesValue; protected KeySizes[ ] LegalKeySizesValue; protected CipherMode ModeValue; protected PaddingMode PaddingValue; // Public Instance Properties public virtual int BlockSize{set; get; } public virtual int FeedbackSize{set; get; } public virtual byte[ ] IV{set; get; } public virtual byte[ ] Key{set; get; } public virtual int KeySize{set; get; } public virtual KeySizes[ ] LegalBlockSizes{get; } public virtual KeySizes[ ] LegalKeySizes{get; } public virtual CipherMode Mode{set; get; } public virtual PaddingMode Padding{set; get; } // Public Static Methods public static SymmetricAlgorithm Create( ); public static SymmetricAlgorithm Create(string algName); // Public Instance Methods public void Clear( ); public virtual ICryptoTransform CreateDecryptor( ); public abstract ICryptoTransform CreateDecryptor(byte[ ] rgbKey, byte[ ] rgbIV); public virtual ICryptoTransform CreateEncryptor( ); public abstract ICryptoTransform CreateEncryptor(byte[ ] rgbKey, byte[ ] rgbIV); public abstract void GenerateIV( ); public abstract void GenerateKey( ); public bool ValidKeySize(int bitLength); // Protected Instance Methods protected virtual void Dispose(bool disposing); protected override void Finalize( );  // overrides object }

A symmetric algorithm is one where the sender and the recipient share the same knowledge (i.e. both parties know the secret key). All symmetric algorithm implementations inherit from this abstract class. Instances of implementation classes are created using the Create( ) method, which accepts the name of an implementation as a System.String argument. An instance of the default algorithm is created if no name is specified; the system administrator can configure the default algorithm.

The LegalKeySizes and LegalBlockSizes properties return arrays of the KeySizes class, which specify the set of key lengths and cipher block sizes supported by an implementation class. The KeySize and BlockSize properties get or set the current key and block lengths.

The IV and Key properties get or set the initialization vector (IV) and secret key to use for encryption or decryption. New values for these properties are created with the GenerateIV( ) and GenerateKey( ) methods; implementation classes will automatically create a new IV and secret key.

Subclasses of the SymmetricAlgorithm class do not perform encryption and decryption directly; the CreateEncryptor( ) and CreateDecryptor( ) methods return instances of the ICryptoTransform type to which these tasks are delegated.


Subclasses

DES, RC2, Rijndael, TripleDES
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		ToBase64Transform	disposable




	System.Security.Cryptography (mscorlib.dll)	class


public class ToBase64Transform : ICryptoTransform, IDisposable { // Public Constructors public ToBase64Transform( ); // Public Instance Properties public virtual bool CanReuseTransform{get;  // implements ICryptoTransform public bool CanTransformMultipleBlocks{get;  // implements ICryptoTransform public int InputBlockSize{get;  // implements ICryptoTransform public int OutputBlockSize{get;  // implements ICryptoTransform
// Public Instance Methods public void Clear( ); public int TransformBlock(byte[ ] inputBuffer, int inputOffset, int inputCount, byte[ ] outputBuffer, int outputOffset);  // implements ICryptoTransform public byte[ ] TransformFinalBlock(byte[ ] inputBuffer, int inputOffset, int inputCount);  // implements ICryptoTransform
// Protected Instance Methods protected virtual void Dispose(bool disposing); protected override void Finalize( );  // overrides object }

This implementation of the ICryptoTransform interface encodes data using Base64. This class is used in conjunction with the CryptoStream class.
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		TripleDES	disposable




	System.Security.Cryptography (mscorlib.dll)	abstract class


public abstract class TripleDES : SymmetricAlgorithm { // Public Constructors public TripleDES( ); // Public Instance Properties public override byte[ ] Key{set; get;  // overrides SymmetricAlgorithm
// Public Static Methods public static TripleDES Create( ); public static TripleDES Create(string str); public static bool IsWeakKey(byte[ ] rgbKey); }

This class extends SymmetricAlgorithm and is the abstract representation of the Triple-DES algorithm, which is based on the DES. Individual implementations of Triple-DES will extend this class. The .NET Framework class library includes the TripleDESCryptoServiceProvider class, which is the default implementation.

In addition to the members defined by the parent class, TripleDES implements the IsWeakKey( ) method, which determines if the selected cryptographic key results in a cipher that is easy to break.


Hierarchy

System.Object

SymmetricAlgorithm(System.IDisposable)

TripleDES

Subclasses

TripleDESCryptoServiceProvider
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		TripleDESCryptoServiceProvider	disposable




	System.Security.Cryptography (mscorlib.dll)	sealed class


public sealed class TripleDESCryptoServiceProvider : TripleDES { // Public Constructors public TripleDESCryptoServiceProvider( ); // Public Instance Methods public override ICryptoTransform CreateDecryptor(byte[ ] rgbKey, byte[ ] rgbIV);  // overrides SymmetricAlgorithm public override ICryptoTransform CreateEncryptor(byte[ ] rgbKey, byte[ ] rgbIV);  // overrides SymmetricAlgorithm public override void GenerateIV( );  // overrides SymmetricAlgorithm public override void GenerateKey( );  // overrides SymmetricAlgorithm }

This subclass of TripleDES is the default implementation of the Triple-DES algorithm and is a wrapper around the Windows Crypto API.


Hierarchy

System.Object

SymmetricAlgorithm(System.IDisposable)

TripleDES

TripleDESCryptoServiceProvider
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		X509Certificate	CF 1.0, serializable




	System.Security.Cryptography.X509Certificates (mscorlib.dll)	class


public class X509Certificate { // Public Constructors public X509Certificate(byte[ ] data); public X509Certificate(IntPtr handle); public X509Certificate(X509Certificate cert); // Public Static Methods public static X509Certificate CreateFromCertFile(string filename); public static X509Certificate CreateFromSignedFile(string filename); // Public Instance Methods public virtual bool Equals(X509Certificate other); public virtual byte[ ] GetCertHash( ); public virtual string GetCertHashString( ); public virtual string GetEffectiveDateString( ); public virtual string GetExpirationDateString( ); public virtual string GetFormat( ); public override int GetHashCode( );  // overrides object public virtual string GetIssuerName( ); public virtual string GetKeyAlgorithm( ); public virtual byte[ ] GetKeyAlgorithmParameters( ); public virtual string GetKeyAlgorithmParametersString( ); public virtual string GetName( ); public virtual byte[ ] GetPublicKey( ); public virtual string GetPublicKeyString( ); public virtual byte[ ] GetRawCertData( ); public virtual string GetRawCertDataString( ); public virtual byte[ ] GetSerialNumber( ); public virtual string GetSerialNumberString( ); public override string ToString( );  // overrides object public virtual string ToString(bool fVerbose); }

The X509Certificate class represents an X509 v3 digital certificate. Instances of this class are created using the static CreateFromCertFile( ) and CreateFromSignedFile( ) methods, which obtain the certificate details from an X509 v3 certificate file or a signed file, respectively. The class defines 17 methods that provide information about the certificate; for example, the GetName( ) method returns the name of the principle to which the certificate was issued and the GetIssuerName( ) method returns the name of the certification authority. Some methods are paired together, returning the same data formatted in different ways; for example, the GetPublicKey( ) method returns the certificate public key as an array of bytes, while the GetPublicKeyString( ) method return the key as a hexadecimal string.


Returned By

System.Net.ServicePoint.{Certificate, ClientCertificate}, System.Reflection.Module.GetSignerCertificate( ), X509CertificateCollection.this, X509CertificateEnumerator.Current, System.Security.Permissions.PublisherIdentityPermission.Certificate, System.Security.Policy.Publisher.Certificate, System.Security.Policy.PublisherMembershipCondition.Certificate

Passed To

Multiple types
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		X509CertificateCollection	serializable




	System.Security.Cryptography.X509Certificates (system.dll)	class


public class X509CertificateCollection : CollectionBase { // Public Constructors public X509CertificateCollection( ); public X509CertificateCollection(X509Certificate[ ] value); public X509CertificateCollection(X509CertificateCollection value); // Public Instance Properties public X509Certificate this{set; get; } // Public Instance Methods public int Add(X509Certificate value); public void AddRange(X509Certificate[ ] value); public void AddRange(X509CertificateCollection value); public bool Contains(X509Certificate value); public void CopyTo(X509Certificate[ ] array, int index); public X509CertificateEnumerator GetEnumerator( ); public override int GetHashCode( ); // overrides object public int IndexOf(X509Certificate value); public void Insert(int index, X509Certificate value); public void Remove(X509Certificate value); }

This class defines a collection of X509Certificate objects, defining methods to add, remove, and enumerate certificates.


Hierarchy

System.Object

System.Collections.CollectionBase(System.Collections.IList, System.Collections.ICollection, System.Collections.IEnumerable)

X509CertificateCollection

Returned By

System.Net.HttpWebRequest.ClientCertificates

Passed To

X509CertificateEnumerator.X509CertificateEnumerator( )
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		X509CertificateCollection.X509CertificateEnumerator	




	System.Security.Cryptography.X509Certificates (system.dll)	class


public class X509CertificateCollection.X509CertificateEnumerator : IEnumerator { // Public Constructors public X509CertificateCollection.X509CertificateEnumerator(X509CertificateCollection mappings); // Public Instance Properties public X509Certificate Current{get; } // Public Instance Methods public bool MoveNext( );  // implements IEnumerator public void Reset( );  // implements IEnumerator }

This class implements the System.Collections.IEnumerator interface to enumerate the X509Certificate objects contained by an X509CertificateCollection. Instances of this class are typically obtained through the X509CertificateCollection.GetEnumerator( ) method.
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		DataObject	




	System.Security.Cryptography.Xml (system.security.dll)	class


public class DataObject { // Public Constructors public DataObject( ); public DataObject(string id, string mimeType, string encoding, System.Xml.XmlElement data); // Public Instance Properties public XmlNodeList Data{set; get; } public string Encoding{set; get; } public string Id{set; get; } public string MimeType{set; get; } // Public Instance Methods public XmlElement GetXml( ); public void LoadXml(System.Xml.XmlElement value); }

The DataObject class specifies data embedded within the XML signature document; the data is signed by creating an instance of Reference that specifies local data (where the value of the Reference.Id property begins with "#"). Instances of this class are associated with a signature using the SignedXml.AddObject( ) method.


Passed To

Signature.AddObject( ), SignedXml.AddObject( )
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		DSAKeyValue	




	System.Security.Cryptography.Xml (system.security.dll)	class


public class DSAKeyValue : KeyInfoClause { // Public Constructors public DSAKeyValue( ); public DSAKeyValue(System.Security.Cryptography.DSA key); // Public Instance Properties public DSA Key{set; get; } // Public Instance Methods public override XmlElement GetXml( ); // overrides KeyInfoClause public override void LoadXml(System.Xml.XmlElement value); // overrides KeyInfoClause }

This class extends KeyInfoClause and represents a DSA key, specified by the Key property. When an instance of this class is associated with the KeyInfo class, the resulting XML Signature document will include the DSA public key.


Hierarchy

System.Object

KeyInfoClause

DSAKeyValue
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		KeyInfo	




	System.Security.Cryptography.Xml (system.security.dll)	class


public class KeyInfo : IEnumerable { // Public Constructors public KeyInfo( ); // Public Instance Properties public int Count{get; } public string Id{set; get; } // Public Instance Methods public void AddClause(KeyInfoClause clause); public IEnumerator GetEnumerator( ); // implements IEnumerable public IEnumerator GetEnumerator(Type requestedObjectType); public XmlElement GetXml( ); public void LoadXml(System.Xml.XmlElement value); }

The KeyInfo class is used to include information in an XML Signature that assists the recipient in identifying the cryptographic key required for verification. Individual pieces of information are represented by implementations of the KeyInfoClause class, instances of which are associated with this class through the AddClause( ) method. The SignedXml.KeyInfo property gets or sets the KeyInfo instance included in an XML Signature document.


Returned By

Signature.KeyInfo, SignedXml.KeyInfo

Passed To

Signature.KeyInfo, SignedXml.KeyInfo
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		KeyInfoClause	




	System.Security.Cryptography.Xml (system.security.dll)	abstract class


public abstract class KeyInfoClause { // Public Constructors public KeyInfoClause( ); // Public Instance Methods public abstract XmlElement GetXml( ); public abstract void LoadXml(System.Xml.XmlElement element); }

This is the abstract parent for all classes representing the identity of a cryptographic key. Instances of this class are associated with an XML Signature document through the KeyInfo class.


Subclasses

DSAKeyValue, KeyInfoName, KeyInfoNode, KeyInfoRetrievalMethod, KeyInfoX509Data, RSAKeyValue

Passed To

KeyInfo.AddClause( )
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		KeyInfoName	




	System.Security.Cryptography.Xml (system.security.dll)	class


public class KeyInfoName : KeyInfoClause { // Public Constructors public KeyInfoName( ); // Public Instance Properties public string Value{set; get; } // Public Instance Methods public override XmlElement GetXml( ); // overrides KeyInfoClause public override void LoadXml(System.Xml.XmlElement value); // overrides KeyInfoClause }

This class represents an identifier that may be used in identifying the key required to validate an XML Signature. The Value property gets and sets the identifier value, which is dependent on the format of the key used to create the signature.


Hierarchy

System.Object

KeyInfoClause

KeyInfoName


	

	[ Team LiB ]	
[image: Previous Section]
[image: Next Section]




	[ Team LiB ]	
[image: Previous Section]
[image: Next Section]

 

		KeyInfoNode	




	System.Security.Cryptography.Xml (system.security.dll)	class


public class KeyInfoNode : KeyInfoClause { // Public Constructors public KeyInfoNode( ); public KeyInfoNode(System.Xml.XmlElement node); // Public Instance Properties public XmlElement Value{set; get; } // Public Instance Methods public override XmlElement GetXml( ); // overrides KeyInfoClause public override void LoadXml(System.Xml.XmlElement value); // overrides KeyInfoClause }

This class allows the .NET support for XML Signatures to include information about cryptographic keys that are not supported by the default cryptographic algorithms. The Value property gets or sets the XML content of a KeyInfoNode instance.


Hierarchy

System.Object

KeyInfoClause

KeyInfoNode
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		KeyInfoRetrievalMethod	




	System.Security.Cryptography.Xml (system.security.dll)	class


public class KeyInfoRetrievalMethod : KeyInfoClause { // Public Constructors public KeyInfoRetrievalMethod( ); public KeyInfoRetrievalMethod(string strUri); // Public Instance Properties public string Uri{set; get; } // Public Instance Methods public override XmlElement GetXml( ); // overrides KeyInfoClause public override void LoadXml(System.Xml.XmlElement value); // overrides KeyInfoClause }

The KeyInfoRetrievalMethod class allows an XML Signature document to refer to information outside of the signature document that identifies the key required to verify the signature. The Value property gets or sets the URL representing the location of the information.


Hierarchy

System.Object

KeyInfoClause

KeyInfoRetrievalMethod
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		KeyInfoX509Data	




	System.Security.Cryptography.Xml (system.security.dll)	class


public class KeyInfoX509Data : KeyInfoClause { // Public Constructors public KeyInfoX509Data( ); public KeyInfoX509Data(byte[ ] rgbCert); public KeyInfoX509Data(System.Security.Cryptography.X509Certificates.X509Certificate cert); // Public Instance Properties public ArrayList Certificates{get; } public byte[ ] CRL{set; get; } public ArrayList IssuerSerials{get; } public ArrayList SubjectKeyIds{get; } public ArrayList SubjectNames{get; } // Public Instance Methods public void AddCertificate(System.Security.Cryptography.X509Certificates.X509Certificate certificate); public void AddIssuerSerial(string issuerName, string serialNumber); public void AddSubjectKeyId(byte[ ] subjectKeyId); public void AddSubjectName(string subjectName); public override XmlElement GetXml( ); // overrides KeyInfoClause public override void LoadXml(System.Xml.XmlElement element);  // overrides KeyInfoClause }

The KeyInfoX509Data class extends the KeyInfoClause class and specifies an X.509 v3 certificate that relates to the key required to validate an XML Signature. The AddCertificate( ) method includes a certificate in the information clause, represented by the System.Security.Cryptography.X509Certificates.X509Certificate class.


Hierarchy

System.Object

KeyInfoClause

KeyInfoX509Data
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		Reference	




	System.Security.Cryptography.Xml (system.security.dll)	class


public class Reference { // Public Constructors public Reference( ); public Reference(System.IO.Stream stream); public Reference(string uri); // Public Instance Properties public string DigestMethod{set; get; } public byte[ ] DigestValue{set; get; } public string Id{set; get; } public TransformChain TransformChain{get; } public string Type{set; get; } public string Uri{set; get; } // Public Instance Methods public void AddTransform(Transform transform); public XmlElement GetXml( ); public void LoadXml(System.Xml.XmlElement value); }

Instances of this class act as a reference to the signed data, expressed as a URI (using the Uri property) or as a local reference to an instance of the DataObject class (using the Id property). References are associated with a signature through the SignedXml.AddReference( ) method.

Implementations of the Transform class can be added to a reference with the AddTransform( ) method; the transformations will be applied in order before the data is signed. The algorithm used to create the cryptographic hash code is set with the DigestMethod property—the default value is http://www.w3.org/2000/09/, which specifies the SHA-1 hash algorithm.


Passed To

SignedInfo.AddReference( ), SignedXml.AddReference( )
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		RSAKeyValue	




	System.Security.Cryptography.Xml (system.security.dll)	class


public class RSAKeyValue : KeyInfoClause { // Public Constructors public RSAKeyValue( ); public RSAKeyValue(System.Security.Cryptography.RSA key); // Public Instance Properties public RSA Key{set; get; } // Public Instance Methods public override XmlElement GetXml( ); // overrides KeyInfoClause public override void LoadXml(System.Xml.XmlElement value); // overrides KeyInfoClause }

This class extends KeyInfoClause and represents an RSA key, specified by the Key property. When an instance of this class is associated with the KeyInfo class, the resulting XML Signature document will include the RSA public key.


Hierarchy

System.Object

KeyInfoClause

RSAKeyValue
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		Signature	




	System.Security.Cryptography.Xml (system.security.dll)	class


public class Signature { // Public Constructors public Signature( ); // Public Instance Properties public string Id{set; get; } public KeyInfo KeyInfo{set; get; } public IList ObjectList{set; get; } public byte[ ] SignatureValue{set; get; } public SignedInfo SignedInfo{set; get; } // Public Instance Methods public void AddObject(DataObject dataObject); public XmlElement GetXml( ); public void LoadXml(System.Xml.XmlElement value); }

This class represents an XML Signature; instances of this class are obtained through the SignedXml.Signature property. The KeyInfo, ObjectList, and SignedInfo properties provide information about the structure of the XML Signature document.


Returned By

SignedXml.Signature
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		SignedInfo	




	System.Security.Cryptography.Xml (system.security.dll)	class


public class SignedInfo : ICollection, IEnumerable { // Public Constructors public SignedInfo( ); // Public Instance Properties public string CanonicalizationMethod{set; get; } public int Count{get; } // implements ICollection public string Id{set; get; } public bool IsReadOnly{get; } public bool IsSynchronized{get; } // implements ICollection public ArrayList References{get; } public string SignatureLength{set; get; } public string SignatureMethod{set; get; } public object SyncRoot{get; } // implements ICollection
// Public Instance Methods public void AddReference(Reference reference); public void CopyTo(Array array, int index); // implements ICollection public IEnumerator GetEnumerator( ); // implements IEnumerable public XmlElement GetXml( ); public void LoadXml(System.Xml.XmlElement value); }

The SignedInfo class provides information about an XML Signature; instances of this class are obtained through the SignedXml.SignedInfo property. The SignatureMethod property describes the signature and hash algorithms that have been used to create a signature. The References property provides access to the set of references contained by the signature.


Returned By

Signature.SignedInfo, SignedXml.SignedInfo

Passed To

Signature.SignedInfo
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		SignedXml	




	System.Security.Cryptography.Xml (system.security.dll)	class


public class SignedXml { // Public Constructors public SignedXml( ); public SignedXml(System.Xml.XmlDocument document); public SignedXml(System.Xml.XmlElement elem); // Public Static Fields public const string XmlDsigCanonicalizationUrl; // =http://www.w3.org/TR/2001/REC- public const string XmlDsigCanonicalizationWithCommentsUrl; // =http://www.w3.org/TR/2001/REC- public const string XmlDsigDSAUrl; // =http://www.w3.org/2000/09/ public const string XmlDsigHMACSHA1Url; // =http://www.w3.org/2000/09/ public const string XmlDsigMinimalCanonicalizationUrl; // =http://www.w3.org/2000/09/ public const string XmlDsigNamespaceUrl; // =http://www.w3.org/2000/09/ public const string XmlDsigRSASHA1Url; // =http://www.w3.org/2000/09/ public const string XmlDsigSHA1Url; // =http://www.w3.org/2000/09/
// Protected Instance Fields protected Signature m_signature; protected string m_strSigningKeyName; // Public Instance Properties public KeyInfo KeyInfo{set; get; } public XmlResolver Resolver{set; } public Signature Signature{get; } public string SignatureLength{get; } public string SignatureMethod{get; } public byte[ ] SignatureValue{get; } public SignedInfo SignedInfo{get; } public AsymmetricAlgorithm SigningKey{set; get; } public string SigningKeyName{set; get; } // Public Instance Methods public void AddObject(DataObject dataObject); public void AddReference(Reference reference); public bool CheckSignature( ); public bool CheckSignature(System.Security.Cryptography.AsymmetricAlgorithm key); public bool CheckSignature(System.Security.Cryptography.KeyedHashAlgorithm macAlg); public bool CheckSignatureReturningKey(out System.Security.Cryptography.AsymmetricAlgorithm signingKey); public void ComputeSignature( ); public void ComputeSignature(System.Security.Cryptography.KeyedHashAlgorithm macAlg); public virtual XmlElement GetIdElement(System.Xml.XmlDocument document, string idValue); public XmlElement GetXml( ); public void LoadXml(System.Xml.XmlElement value); // Protected Instance Methods protected virtual AsymmetricAlgorithm GetPublicKey( ); }

The SignedXml class is the principle class used to create and verify XML signatures. References to data are associated with a signature document through the AddReference( ) method, while data objects are associated through the AddObject( ) method. The ComputeSignature( ) method performs a signature operation, while the CheckSignature( ) method verifies an existing XML Signature.
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		Transform	




	System.Security.Cryptography.Xml (system.security.dll)	abstract class


public abstract class Transform { // Public Constructors public Transform( ); // Public Instance Properties public string Algorithm{set; get; } public abstract Type[ ] InputTypes{get; } public abstract Type[ ] OutputTypes{get; } public XmlResolver Resolver{set; } // Public Instance Methods public abstract object GetOutput( ); public abstract object GetOutput(Type type); public XmlElement GetXml( ); public abstract void LoadInnerXml(System.Xml.XmlNodeList nodeList); public abstract void LoadInput(object obj); // Protected Instance Methods protected abstract XmlNodeList GetInnerXml( ); }

This is the abstract parent for all transformation-implementation classes. Transformations are applied to data prior to the generation of the cryptographic hash code used in the digital signature. Transformations are associated with data via the Reference.AddTransform( ) method; multiple transformations can be associated with a Reference, and each will be applied to the data in sequence.


Subclasses

XmlDsigBase64Transform, XmlDsigC14NTransform, XmlDsigEnvelopedSignatureTransform, XmlDsigXPathTransform, XmlDsigXsltTransform

Returned By

TransformChain.this

Passed To

Reference.AddTransform( ), TransformChain.Add( )
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		TransformChain	




	System.Security.Cryptography.Xml (system.security.dll)	class


public class TransformChain { // Public Constructors public TransformChain( ); // Public Instance Properties public int Count{get; } public Transform this{get; } // Public Instance Methods public void Add(Transform transform); public IEnumerator GetEnumerator( ); }

This class represents the sequence of transformations applied to data prior to creating a digital signature; each transformation is represented by an implementation of the Transform class. The number of transformations in the chain can be determined with the Count property, while individual transformations are accessible through the Item property (which is the C# class indexer). Instances of this class are obtained through the Reference.TransformChain property.


Returned By

Reference.TransformChain
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		XmlDsigBase64Transform	




	System.Security.Cryptography.Xml (system.security.dll)	class


public class XmlDsigBase64Transform : Transform { // Public Constructors public XmlDsigBase64Transform( ); // Public Instance Properties public override Type[ ] InputTypes{get; } // overrides Transform public override Type[ ] OutputTypes{get; } // overrides Transform
// Public Instance Methods public override object GetOutput( ); // overrides Transform public override object GetOutput(Type type); // overrides Transform public override void LoadInnerXml(System.Xml.XmlNodeList nodeList);  // overrides Transform public override void LoadInput(object obj); // overrides Transform
// Protected Instance Methods protected override XmlNodeList GetInnerXml( ); // overrides Transform }

This implementation of the abstract Transform class decodes data encoded with the Base 64 scheme.


Hierarchy

System.Object

Transform

XmlDsigBase64Transform
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		XmlDsigC14NTransform	




	System.Security.Cryptography.Xml (system.security.dll)	class


public class XmlDsigC14NTransform : Transform { // Public Constructors public XmlDsigC14NTransform( ); public XmlDsigC14NTransform(bool includeComments); // Public Instance Properties public override Type[ ] InputTypes{get; } // overrides Transform public override Type[ ] OutputTypes{get; } // overrides Transform
// Public Instance Methods public override object GetOutput( ); // overrides Transform public override object GetOutput(Type type); // overrides Transform public override void LoadInnerXml(System.Xml.XmlNodeList nodeList);  // overrides Transform public override void LoadInput(object obj); // overrides Transform
// Protected Instance Methods protected override XmlNodeList GetInnerXml( ); // overrides Transform }

This implementation of the abstract Transform class implements the C14N transformation, as defined by the XMLDSIG specification. C14N refers to the word "canonicalization," which is written as the letter C, followed by 14 other letters, followed by the letter N.

The XML Signature canonicalization transformation ensures that XML documents that have differing element ordering (but still contain the same data) are treated as representing the same data.


Hierarchy

System.Object

Transform

XmlDsigC14NTransform

Subclasses

XmlDsigC14NWithCommentsTransform
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		XmlDsigC14NWithCommentsTransform	




	System.Security.Cryptography.Xml (system.security.dll)	class


public class XmlDsigC14NWithCommentsTransform : XmlDsigC14NTransform { // Public Constructors public XmlDsigC14NWithCommentsTransform( ); }

This class extends XmlDsigC14NTransform in order to provide a C14N transformation that includes comments in the canonical output.


Hierarchy

System.Object

Transform

XmlDsigC14NTransform

XmlDsigC14NWithCommentsTransform
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		XmlDsigEnvelopedSignatureTransform	




	System.Security.Cryptography.Xml (system.security.dll)	class


public class XmlDsigEnvelopedSignatureTransform : Transform { // Public Constructors public XmlDsigEnvelopedSignatureTransform( ); public XmlDsigEnvelopedSignatureTransform(bool includeComments); // Public Instance Properties public override Type[ ] InputTypes{get; } // overrides Transform public override Type[ ] OutputTypes{get; } // overrides Transform
// Public Instance Methods public override object GetOutput( ); // overrides Transform public override object GetOutput(Type type); // overrides Transform public override void LoadInnerXml(System.Xml.XmlNodeList nodeList);  // overrides Transform public override void LoadInput(object obj); // overrides Transform
// Protected Instance Methods protected override XmlNodeList GetInnerXml( ); // overrides Transform }

This implementation of the abstract Transform class removes the Signature element that is present when the XML Signature is within in the XML document that is being signed.


Hierarchy

System.Object

Transform

XmlDsigEnvelopedSignatureTransform
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		XmlDsigXPathTransform	




	System.Security.Cryptography.Xml (system.security.dll)	class


public class XmlDsigXPathTransform : Transform { // Public Constructors public XmlDsigXPathTransform( ); // Public Instance Properties public override Type[ ] InputTypes{get; } // overrides Transform public override Type[ ] OutputTypes{get; } // overrides Transform
// Public Instance Methods public override object GetOutput( ); // overrides Transform public override object GetOutput(Type type); // overrides Transform public override void LoadInnerXml(System.Xml.XmlNodeList nodeList);  // overrides Transform public override void LoadInput(object obj); // overrides Transform
// Protected Instance Methods protected override XmlNodeList GetInnerXml( ); // overrides Transform }

This implementation of the abstract Transform class applies an XPATH expression to the data to be signed; the expression is specified with the LoadInput( ) method.


Hierarchy

System.Object

Transform

XmlDsigXPathTransform
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		XmlDsigXsltTransform	




	System.Security.Cryptography.Xml (system.security.dll)	class


public class XmlDsigXsltTransform : Transform { // Public Constructors public XmlDsigXsltTransform( ); public XmlDsigXsltTransform(bool includeComments); // Public Instance Properties public override Type[ ] InputTypes{get; } // overrides Transform public override Type[ ] OutputTypes{get; } // overrides Transform
// Public Instance Methods public override object GetOutput( ); // overrides Transform public override object GetOutput(Type type); // overrides Transform public override void LoadInnerXml(System.Xml.XmlNodeList nodeList);  // overrides Transform public override void LoadInput(object obj); // overrides Transform
// Protected Instance Methods protected override XmlNodeList GetInnerXml( ); // overrides Transform }

This implementation of the abstract Transform class applies an XSLT expression to the data to be signed; the expression is specified with the LoadInput( ) method.


Hierarchy

System.Object

Transform

XmlDsigXsltTransform
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		CodeAccessSecurityAttribute	ECMA 1.0, serializable




	System.Security.Permissions (mscorlib.dll)	abstract class


public abstract class CodeAccessSecurityAttribute : SecurityAttribute { // Public Constructors public CodeAccessSecurityAttribute(SecurityAction action); }

This abstract class, which extends the SecurityAttribute class, provides the base class from which all permission attributes derive. Permission attributes provide the mechanism through which to express declarative security statements for various program elements. By convention, all permission attributes that derive from CodeAccessSecurityAttribute implement a constructor that takes a value of the SecurityAction enumeration. The value of the SecurityAction argument specifies the declarative security statement represented by the permission attribute instance.


Hierarchy

System.Object

System.Attribute

SecurityAttribute

CodeAccessSecurityAttribute

Subclasses

Multiple types

Valid On

Assembly, Class, Struct, Constructor, Method


	

	[ Team LiB ]	
[image: Previous Section]
[image: Next Section]




	[ Team LiB ]	
[image: Previous Section]
[image: Next Section]

 

		EnvironmentPermission	ECMA 1.0, serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class EnvironmentPermission : System.Security.CodeAccessPermission : IUnrestrictedPermission, IBuiltInPermission { // Public Constructors public EnvironmentPermission(EnvironmentPermissionAccess flag, string pathList); public EnvironmentPermission(PermissionState state); // Public Instance Methods public void AddPathList(EnvironmentPermissionAccess flag, string pathList); public override IPermission Copy( ); // overrides CodeAccessPermission public override void FromXml(System.Security.SecurityElement esd);  // overrides CodeAccessPermission public string GetPathList(EnvironmentPermissionAccess flag); public override IPermission Intersect(System.Security.IPermission target);  // overrides CodeAccessPermission public override bool IsSubsetOf(System.Security.IPermission target);  // overrides CodeAccessPermission public bool IsUnrestricted( ); // implements IUnrestrictedPermission public void SetPathList(EnvironmentPermissionAccess flag, string pathList); public override SecurityElement ToXml( ); // overrides CodeAccessPermission public override IPermission Union(System.Security.IPermission other);  // overrides CodeAccessPermission }

This code-access permission controls access to read and write environment variables, as well as the ability to call certain members of the System.Environment class. To create an EnvironmentPermission object representing access to a specific set of environment variables, pass a semicolon-separated list of environment variable names to the object constructor along with a value from the EnvironmentPermissionAccess enumeration. The EnvironmentPermissionAccess enumeration contains values that represent the type of access granted to an environment variable, such as permission to read or write.

The EnvironmentPermission class maintains separate lists of environment variables with read access (EnvironmentPermissionAccess.Read), and those with write access (EnvironmentPermissionAccess.Write). The EnvironmentPermission class does not treat the EnvironmentPermissionAccess.AllAccess as a separate value, and instead assigns independent read and write access to environment variables assigned this access level.

The lists of accessible environment variables are managed using the SetPathList( ) and AddPathList( ) methods, which both take values of the EnvironmentPermissionAccess enumeration and a semicolon-separated list of environment variable names as arguments. SetPathList( ) replaces the existing list of variables with the new set; its EnvironmentPermissionAccess argument specifies whether to replace the read or write list. AddPathList( ) grants access to the specified variables, adding them to the existing list; its EnvironmentPermissionAccess argument specifies which variable list to modify.

The GetPathList( ) method returns a semi-colon separated list of environment variables that has access to the specified type. GetPathList( ) accepts only the EnvironmentPermissionAccess.Read or EnvironmentPermissionAccess.Write values, and will throw a System.ArgumentException if any other values is specified.


Hierarchy

System.Object

System.Security.CodeAccessPermission(System.Security.IPermission, System.Security.ISecurityEncodable, System.Security.IStackWalk)

EnvironmentPermission(IUnrestrictedPermission, IBuiltInPermission)
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		EnvironmentPermissionAccess	ECMA 1.0, serializable, flag




	System.Security.Permissions (mscorlib.dll)	enum


public enum EnvironmentPermissionAccess { NoAccess = 0x00000000,Read = 0x00000001,Write = 0x00000002,AllAccess = 0x00000003 }

Values of the EnvironmentPermissionAccess enumeration are used with the EnvironmentPermission class to specify the type of access granted to a set of environment variables by an EnvironmentPermission object. Read represents access to read an environment variable, and Write represents access to create, delete, and change an environment variable; Write does not encompass the permission granted by Read. AllAccess represents the combined permissions of both Read and Write.


Hierarchy

System.Object

System.ValueType

System.Enum(System.IComparable, System.IFormattable, System.IConvertible)

EnvironmentPermissionAccess

Passed To

EnvironmentPermission.{AddPathList( ), EnvironmentPermission( ), GetPathList( ), SetPathList( )}
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		EnvironmentPermissionAttribute	ECMA 1.0, serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class EnvironmentPermissionAttribute : CodeAccessSecurityAttribute { // Public Constructors public EnvironmentPermissionAttribute(SecurityAction action); // Public Instance Properties public string All{set; get; } public string Read{set; get; } public string Write{set; get; } // Public Instance Methods public override IPermission CreatePermission( ); // overrides SecurityAttribute }

This attribute class provides declarative syntax support for EnvironmentPermission. The All, Read, and Write properties take semicolon-separated lists of environment variable names to which the EnvironmentPermissionAttribute represents access. Read specifies the environment variables to which read access is granted, and Write specifies the environment variables to which write access is granted. The All property contains the variables to which both read and write access is granted. Setting Unrestricted to true represents full access to all environment variables.


Hierarchy

System.Object

System.Attribute

SecurityAttribute

CodeAccessSecurityAttribute

EnvironmentPermissionAttribute

Valid On

Assembly, Class, Struct, Constructor, Method
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		FileDialogPermission	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class FileDialogPermission : System.Security.CodeAccessPermission : IUnrestrictedPermission, IBuiltInPermission { // Public Constructors public FileDialogPermission(FileDialogPermissionAccess access); public FileDialogPermission(PermissionState state); // Public Instance Properties public FileDialogPermissionAccess Access{set; get; } // Public Instance Methods public override IPermission Copy( ); // overrides CodeAccessPermission public override void FromXml(System.Security.SecurityElement esd);  // overrides CodeAccessPermission public override IPermission Intersect(System.Security.IPermission target);  // overrides CodeAccessPermission public override bool IsSubsetOf(System.Security.IPermission target);  // overrides CodeAccessPermission public bool IsUnrestricted( ); // implements IUnrestrictedPermission public override string ToString( ); // overrides CodeAccessPermission public override SecurityElement ToXml( ); // overrides CodeAccessPermission public override IPermission Union(System.Security.IPermission target);  // overrides CodeAccessPermission }

This code-access permission controls the ability for code to allow users to access files and folders through the System.Windows.Forms.OpenFileDialog and the System.Windows.Forms.SaveFileDialog classes. These UI components are useful for providing restricted access to files and folders, without the need to grant permissions with FileIOPermission. The type of file dialog to which access is granted by a FileDialogPermission object is specified at construction using members of the FileDialogPermissionAccess enumeration. To retrieve or modify the file dialog access represented by a FileDialogPermission object, use its Access property.


Hierarchy

System.Object

System.Security.CodeAccessPermission(System.Security.IPermission, System.Security.ISecurityEncodable, System.Security.IStackWalk)

FileDialogPermission(IUnrestrictedPermission, IBuiltInPermission)
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		FileDialogPermissionAccess	serializable, flag




	System.Security.Permissions (mscorlib.dll)	enum


public enum FileDialogPermissionAccess { None = 0x00000000,Open = 0x00000001,Save = 0x00000002,OpenSave = 0x00000003 }

This enumeration is used in conjunction with the FileDialogPermission class to specify the type of file dialog access a FileDialogPermission object represents. Open represents the ability to call the System.Windows.Forms.OpenFileDialog.OpenFile( ) method, and Save represents the ability to call the System.Windows.Forms.SaveFileDialog.OpenFile( ) method. The OpenSave value represents the combined permissions of both the Open and Save values; None represents no access.


Hierarchy

System.Object

System.ValueType

System.Enum(System.IComparable, System.IFormattable, System.IConvertible)

FileDialogPermissionAccess

Returned By

FileDialogPermission.Access

Passed To

FileDialogPermission.{Access, FileDialogPermission( )}


	

	[ Team LiB ]	
[image: Previous Section]
[image: Next Section]




	[ Team LiB ]	
[image: Previous Section]
[image: Next Section]

 

		FileDialogPermissionAttribute	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class FileDialogPermissionAttribute : CodeAccessSecurityAttribute { // Public Constructors public FileDialogPermissionAttribute(SecurityAction action); // Public Instance Properties public bool Open{set; get; } public bool Save{set; get; } // Public Instance Methods public override IPermission CreatePermission( ); // overrides SecurityAttribute }

This permission attribute provides declarative syntax support for FileDialogPermission. The Open and Save properties take Boolean values that identify the type of access granted to the file dialog UI components. Setting Open to true represents permission to execute the System.Windows.Forms.OpenFileDialog.OpenFile( ) method, and setting Save to true represents permission to execute the System.Windows.Forms.SaveFileDialog.OpenFile( ) method. Setting Unrestricted to true represents the ability to call both methods.


Hierarchy

System.Object

System.Attribute

SecurityAttribute

CodeAccessSecurityAttribute

FileDialogPermissionAttribute

Valid On

Assembly, Class, Struct, Constructor, Method
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		FileIOPermission	ECMA 1.0, serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class FileIOPermission : System.Security.CodeAccessPermission : IUnrestrictedPermission, IBuiltInPermission { // Public Constructors public FileIOPermission(FileIOPermissionAccess access, string path); public FileIOPermission(FileIOPermissionAccess access, string[ ] pathList); public FileIOPermission(PermissionState state); // Public Instance Properties public FileIOPermissionAccess AllFiles{set; get; } public FileIOPermissionAccess AllLocalFiles{set; get; } // Public Instance Methods public void AddPathList(FileIOPermissionAccess access, string path); public void AddPathList(FileIOPermissionAccess access, string[ ] pathList); public override IPermission Copy( ); // overrides CodeAccessPermission public override void FromXml(System.Security.SecurityElement esd);  // overrides CodeAccessPermission public string[ ] GetPathList(FileIOPermissionAccess access); public override IPermission Intersect(System.Security.IPermission target);  // overrides CodeAccessPermission public override bool IsSubsetOf(System.Security.IPermission target);  // overrides CodeAccessPermission public bool IsUnrestricted( ); // implements IUnrestrictedPermission public void SetPathList(FileIOPermissionAccess access, string path); public void SetPathList(FileIOPermissionAccess access, string[ ] pathList); public override SecurityElement ToXml( ); // overrides CodeAccessPermission public override IPermission Union(System.Security.IPermission other);  // overrides CodeAccessPermission }

The FileIOPermission class represents the ability for code to access files and folders. The FileIOPermission class maintains separate lists of files and folders to which different levels of access have been granted, and therefore a single FileIOPermission object can represent different types of access to an arbitrary number of files and folders. However, only simple configurations are possible using the FileIOPermission constructors; to create more complex FileIOPermission configurations requires use of the AddPathList( ) and SetPathList( ) methods.

To create a FileIOPermission object representing access to a single file or folder, pass a System.String containing the file or folder's full path to the FileIOPermission constructor along with a value from the FileIOPermissionAccess enumeration. The FileIOPermissionAccess enumeration contains values that represent the type of access granted to a file or folder, such as permission to read, write, or append. A second constructor takes a System.String array containing the names of multiple files and folders, but takes only a single FileIOPermissionAccess value, applying the same access level to all of the files and folders.

The lists of files and folders to which each level of access is granted are managed using the SetPathList( ) and AddPathList( ) methods. Both methods take either a single or an array of System.String values specifying the full path names of the files and folders to grant the specified level of access. The AddPathList( ) method adds access of the specified type for the set of files and folders to its current list. The SetPathList( ) method replaces its existing list of file and folders of the specified access level. The AllFiles property provides a simple mechanism to specify a level of access to all files and folders regardless of location, and the AllLocalFiles property does the same, but only for files and folders on the local hard drive.

The GetPathList( ) method returns a System.String array containing the full path name of files and folders to which access of the specified level is granted. The FileIOPermissionAccess.AllAccess and FileIOPermissionAccess.NoAccess values are invalid in calls to GetPathList( ), and will throw a System.ArgumentException.

For performance reasons, the .NET file and folder classes check file access permissions only when they open a file or folder, and so care must be taken when passing file and references.


Hierarchy

System.Object

System.Security.CodeAccessPermission(System.Security.IPermission, System.Security.ISecurityEncodable, System.Security.IStackWalk)

FileIOPermission(IUnrestrictedPermission, IBuiltInPermission)
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		FileIOPermissionAccess	ECMA 1.0, serializable, flag




	System.Security.Permissions (mscorlib.dll)	enum


public enum FileIOPermissionAccess { NoAccess = 0x00000000,Read = 0x00000001,Write = 0x00000002,Append = 0x00000004, PathDiscovery = 0x00000008,AllAccess = 0x0000000F }

The FileIOPermissionAccess enumeration contains values that are used with the FileIOPermission class to specify the type of access represented by a FileIOPermission object. Read represents permission to read from a file or folder, and Write represents permission to write to, delete, or overwrite files and folders; Write does not encompass the ability to Read. Append represents the ability to append material to a file or folder, as well as to create new folders. The PathDiscovery value represents the ability to access information from a file or folder's path, which could provide username and folder structure information that would be useful to malicious code. AllAccess includes the combined permissions of the Read, Write, Append, and PathDiscovery values.


Hierarchy

System.Object

System.ValueType

System.Enum(System.IComparable, System.IFormattable, System.IConvertible)

FileIOPermissionAccess

Returned By

FileIOPermission.{AllFiles, AllLocalFiles}

Passed To

FileIOPermission.{AddPathList( ), AllFiles, AllLocalFiles, FileIOPermission( ), GetPathList( ), SetPathList( )}, System.Security.Policy.FileCodeGroup.FileCodeGroup( )


	

	[ Team LiB ]	
[image: Previous Section]
[image: Next Section]




	[ Team LiB ]	
[image: Previous Section]
[image: Next Section]

 

		FileIOPermissionAttribute	ECMA 1.0, serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class FileIOPermissionAttribute : CodeAccessSecurityAttribute { // Public Constructors public FileIOPermissionAttribute(SecurityAction action); // Public Instance Properties public string All{set; get; } public string Append{set; get; } public string PathDiscovery{set; get; } public string Read{set; get; } public string Write{set; get; } // Public Instance Methods public override IPermission CreatePermission( ); // overrides SecurityAttribute }

FileIOPermissionAttribute provides declarative syntax support for the FileIOPermission class. The All, Append, PathDiscovery, Read, and Write properties take the full pathname of the file or folder to which access of the appropriate level is granted. Each property represents access as defined by the FileIOPermissionAccess enumeration member of the same name. Unlike FileIOPermission, a FileIOPermissionAttribute can only represent access of each type to a single file or folder; apply multiple attributes to a program element in order to specify access to more than one. Setting Unrestricted to true represents full access to all files and folders.


Hierarchy

System.Object

System.Attribute

SecurityAttribute

CodeAccessSecurityAttribute

FileIOPermissionAttribute

Valid On

Assembly, Class, Struct, Constructor, Method
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		IsolatedStorageContainment	serializable




	System.Security.Permissions (mscorlib.dll)	enum


public enum IsolatedStorageContainment { None = 0,DomainIsolationByUser = 16,AssemblyIsolationByUser = 32, DomainIsolationByRoamingUser = 80,AssemblyIsolationByRoamingUser = 96, AdministerIsolatedStorageByUser = 112,UnrestrictedIsolatedStorage = 240 }

This enumeration contains values used with the IsolatedStorageFilePermission and IsolatedStorageFilePermissionAttribute classes to represent the level of access granted to isolated storage. AssemblyIsolationByUser represents the ability to obtain a store isolated by assembly and user, while DomainIsolationByUser represents the ability to obtain a store isolated by assembly, user, and application domain. AssemblyIsolationByRoamingUser and DomainIsolationByRoamingUser represent access to equivalent levels of isolation, but include the ability to obtain roaming stores. AdministerIsolatedStorageByUser represents administrative access to all stores for the current user, and UnrestrictedIsolatedStorage provides full and unrestricted access to all of the current user's stores.


Hierarchy

System.Object

System.ValueType

System.Enum(System.IComparable, System.IFormattable, System.IConvertible)

IsolatedStorageContainment

Returned By

IsolatedStoragePermission.UsageAllowed, IsolatedStoragePermissionAttribute.UsageAllowed

Passed To

IsolatedStoragePermission.UsageAllowed, IsolatedStoragePermissionAttribute.UsageAllowed
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		IsolatedStorageFilePermission	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class IsolatedStorageFilePermission : IsolatedStoragePermission : IBuiltInPermission { // Public Constructors public IsolatedStorageFilePermission(PermissionState state); // Public Instance Methods public override IPermission Copy( ); // overrides CodeAccessPermission public override IPermission Intersect(System.Security.IPermission target);  // overrides CodeAccessPermission public override bool IsSubsetOf(System.Security.IPermission target);  // overrides CodeAccessPermission public override IPermission Union(System.Security.IPermission target);  // overrides CodeAccessPermission }

The IsolatedStorageFilePermission code-access permission extends the IsolatedStoragePermission and controls access to the methods of the System.IO.IsolatedStorage.IsolatedStorageFile class.


Hierarchy

System.Object

System.Security.CodeAccessPermission(System.Security.IPermission, System.Security.ISecurityEncodable, System.Security.IStackWalk)

IsolatedStoragePermission(IUnrestrictedPermission)

IsolatedStorageFilePermission(IBuiltInPermission)
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		IsolatedStorageFilePermissionAttribute	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class IsolatedStorageFilePermissionAttribute : IsolatedStoragePermissionAttribute { // Public Constructors public IsolatedStorageFilePermissionAttribute(SecurityAction action); // Public Instance Methods public override IPermission CreatePermission( ); // overrides SecurityAttribute }

This attribute extends the IsolatedStoragePermissionAttribute and provides declarative security support for the IsolatedStorageFilePermission code-access permission.


Hierarchy

System.Object

System.Attribute

SecurityAttribute

CodeAccessSecurityAttribute

IsolatedStoragePermissionAttribute

IsolatedStorageFilePermissionAttribute

Valid On

Assembly, Class, Struct, Constructor, Method
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		IsolatedStoragePermission	serializable




	System.Security.Permissions (mscorlib.dll)	abstract class


public abstract class IsolatedStoragePermission : System.Security.CodeAccessPermission : IUnrestrictedPermission { // Public Constructors public IsolatedStoragePermission(PermissionState state); // Public Instance Properties public IsolatedStorageContainment UsageAllowed{set; get; } public long UserQuota{set; get; } // Public Instance Methods public override void FromXml(System.Security.SecurityElement esd);  // overrides CodeAccessPermission public bool IsUnrestricted( ); // implements IUnrestrictedPermission public override SecurityElement ToXml( ); // overrides CodeAccessPermission }

This abstract class provides the base class from which all types of isolated storage permission classes derive. Currently, there is only one concrete isolated storage permission implementation: IsolatedStorageFilePermission. The unique features of the IsolatedStoragePermission class, which all derived classes inherit, are the UsageAllowed and UserQuota properties. The UsageAllowed property represents the scope of store code can obtain, and UserQuota specifies the store's maximum permitted size.
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System.Object

System.Security.CodeAccessPermission(System.Security.IPermission, System.Security.ISecurityEncodable, System.Security.IStackWalk)
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		IsolatedStoragePermissionAttribute	serializable




	System.Security.Permissions (mscorlib.dll)	abstract class


public abstract class IsolatedStoragePermissionAttribute : CodeAccessSecurityAttribute { // Public Constructors public IsolatedStoragePermissionAttribute(SecurityAction action); // Public Instance Properties public IsolatedStorageContainment UsageAllowed{set; get; } public long UserQuota{set; get; } }

IsolatedStoragePermissionAttribute is the abstract base class from which all types of isolated storage permission attribute classes derive. It provides declarative support for the abstract IsolatedStoragePermission class. Currently, the only isolated storage permission attribute implementation is the IsolatedStorageFilePermissionAttribute. The UsageAllowed property accepts a member of the IsolatedStorageContainment enumeration and represents the permitted level of isolation. The UserQuota property configures the maximum size that a store can attain.


Hierarchy

System.Object

System.Attribute

SecurityAttribute

CodeAccessSecurityAttribute
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Subclasses
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		IUnrestrictedPermission	




	System.Security.Permissions (mscorlib.dll)	interface


public interface IUnrestrictedPermission { // Public Instance Methods public bool IsUnrestricted( ); }

Code-access permission classes that implement the IUnrestrictedPermission interface can represent an unrestricted or completely restricted state. These two states represent the extremes of a permission class's permission range. For example, the FileIOPermission class can represent complete access to all files and folders, or no file and folder access.

By convention, a permission class that implements the IUnrestrictedPermission interface must declare a constructor that takes a PermissionState argument. An unrestricted permission is created by passing the value PermissionState.Unrestricted to the permission constructor, while a completely restricted permission is created using the value PermissionState.None. The IsUnrestricted( ) method indicates whether a permission object represents its unrestricted state.


Implemented By

Multiple types
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		PermissionSetAttribute	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class PermissionSetAttribute : CodeAccessSecurityAttribute { // Public Constructors public PermissionSetAttribute(SecurityAction action); // Public Instance Properties public string File{set; get; } public string Name{set; get; } public bool UnicodeEncoded{set; get; } public string XML{set; get; } // Public Instance Methods public override IPermission CreatePermission( ); // overrides SecurityAttribute public PermissionSet CreatePermissionSet( ); }

The PermissionSetAttribute class supports the use of permission sets in declarative security statements. To specify the contents of the permission set, use one of mutually exclusive File, Name, or XML properties. File takes the name of a file that contains the permission set's XML definition. Name specifies one of the standard immutable named permission sets defined by the .NET Framework (FullTrust, SkipVerification, Execution, Nothing, LocalIntranet, or Internet). XML takes a System.String containing the XML definition of the permission set. To create a permission set that represents unrestricted access, set the Unrestricted property to true.

When required, the runtime calls the CreatePermissionSet( ) method to create a correctly configured System.Security.PermissionSet from the PermissionSetAttribute.
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		PermissionState	ECMA 1.0, serializable




	System.Security.Permissions (mscorlib.dll)	enum


public enum PermissionState { None = 0,Unrestricted = 1 }

This enumeration is used when instantiating code-access permission classes that implement the IUnrestrictedPermission interface. A code-access permission object created by passing the Unrestricted value to its constructor represents unrestricted access to the resources and actions controlled by the permission. A permission object created using the None value represents no access.
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System.Object
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		PrincipalPermission	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class PrincipalPermission : System.Security.IPermission, System.Security.ISecurityEncodable, IUnrestrictedPermission, IBuiltInPermission { // Public Constructors public PrincipalPermission(PermissionState state); public PrincipalPermission(string name, string role); public PrincipalPermission(string name, string role, bool isAuthenticated); // Public Instance Methods public IPermission Copy( ); // implements System.Security.IPermission public void Demand( ); // implements System.Security.IPermission public void FromXml(System.Security.SecurityElement elem); // implements System.Security.ISecurityEncodable public IPermission Intersect(System.Security.IPermission target);  // implements System.Security.IPermission public bool IsSubsetOf(System.Security.IPermission target);  // implements System.Security.IPermission public bool IsUnrestricted( ); // implements IUnrestrictedPermission public override string ToString( ); // overrides object public SecurityElement ToXml( ); // implements System.Security.ISecurityEncodable public IPermission Union(System.Security.IPermission other);  // implements System.Security.IPermission }

The PrincipalPermission class is the only role-based permission provided in the .NET Framework class library. PrincipalPermission allows code to make imperative security demands to ensure that the current thread's System.Security.Principal.IPrincipal object represents a specific identity or contains specified role names. Unlike the code-access and identity permission classes, PrincipalPermission does not inherit from System.Security.CodeAccessPermission. In addition, though PrincipalPermission implements System.Security.IPermission, it does not implement System.Security.IStackWalk, which means that security demands against PrincipalPermission objects do not result in stack walks.

A PrincipalPermission object must be configured during construction, as no properties are provided to manage its state. The constructor name argument specifies the identity name, and the role argument specifies the name of a single role of which the identity must be a member. The isAuthneticated argument specifies whether the principal must have been authenticated.
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		PrincipalPermissionAttribute	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class PrincipalPermissionAttribute : CodeAccessSecurityAttribute { // Public Constructors public PrincipalPermissionAttribute(SecurityAction action); // Public Instance Properties public bool Authenticated{set; get; } public string Name{set; get; } public string Role{set; get; } // Public Instance Methods public override IPermission CreatePermission( ); // overrides SecurityAttribute }

The PrincipalPermissionAttribute class provides limited declarative syntax support for the PrincipalPermission class. The PrincipalPermissionAttribute class only supports declarative security demands and does not allow code to make declarative stack walk overrides or permission requests. The Name, Role, and Authenticated properties provide the mechanism through which to specify the conditions that the current thread's principal must meet to pass a security demand.
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System.Object

System.Attribute

SecurityAttribute

CodeAccessSecurityAttribute

PrincipalPermissionAttribute

Valid On

Class, Method


	

	[ Team LiB ]	
[image: Previous Section]
[image: Next Section]




	[ Team LiB ]	
[image: Previous Section]
[image: Next Section]

 

		PublisherIdentityPermission	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class PublisherIdentityPermission : System.Security.CodeAccessPermission : IBuiltInPermission { // Public Constructors public PublisherIdentityPermission(PermissionState state); public PublisherIdentityPermission(System.Security.Cryptography.X509Certificates.X509Certificate certificate); // Public Instance Properties public X509Certificate Certificate{set; get; } // Public Instance Methods public override IPermission Copy( ); // overrides CodeAccessPermission public override void FromXml(System.Security.SecurityElement esd);  // overrides CodeAccessPermission public override IPermission Intersect(System.Security.IPermission target);  // overrides CodeAccessPermission public override bool IsSubsetOf(System.Security.IPermission target);  // overrides CodeAccessPermission public override SecurityElement ToXml( ); // overrides CodeAccessPermission public override IPermission Union(System.Security.IPermission target);  // overrides CodeAccessPermission }

The PublisherIdentityPermission class represents the System.Security.Policy.Publisher evidence that an assembly or application domain presented to the runtime. The PublisherIdentityPermission class enables code to invoke imperative security statements based on the publisher certificate used to sign an assembly. For example, code can use the PublisherIdentityPermission class to ensure that only code signed by their company or a trusted third party can call the methods of their classes.

The PublisherIdentityPermission class provides a constructor that takes a System.Security.Cryptography.X509Certificates.X509Certificate object containing an X509 certificate, which represents the publisher that signed an assembly. The X509Certificate object can be manipulated after construction through the Certificate property.
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		PublisherIdentityPermissionAttribute	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class PublisherIdentityPermissionAttribute : CodeAccessSecurityAttribute { // Public Constructors public PublisherIdentityPermissionAttribute(SecurityAction action); // Public Instance Properties public string CertFile{set; get; } public string SignedFile{set; get; } public string X509Certificate{set; get; } // Public Instance Methods public override IPermission CreatePermission( ); // overrides SecurityAttribute }

PublisherIdentityPermissionAttribute provides declarative syntax support for the PublisherIdentityPermission class. The publisher certificate that represents the publisher of an assembly can be specified using three different properties. The CertFile property takes the name of a certificate file containing the publisher's X.509 certificate. The SignedFile property takes the name of a file that is already signed with the publisher's certificate (which will be extracted). The X509Certificate property takes a System.String containing a hexadecimal representation of the publisher's certificate.
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		ReflectionPermission	ECMA 1.0, serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class ReflectionPermission : System.Security.CodeAccessPermission : IUnrestrictedPermission, IBuiltInPermission { // Public Constructors public ReflectionPermission(PermissionState state); public ReflectionPermission(ReflectionPermissionFlag flag); // Public Instance Properties public ReflectionPermissionFlag Flags{set; get; } // Public Instance Methods public override IPermission Copy( ); // overrides CodeAccessPermission public override void FromXml(System.Security.SecurityElement esd);  // overrides CodeAccessPermission public override IPermission Intersect(System.Security.IPermission target);  // overrides CodeAccessPermission public override bool IsSubsetOf(System.Security.IPermission target);  // overrides CodeAccessPermission public bool IsUnrestricted( ); // implements IUnrestrictedPermission public override SecurityElement ToXml( ); // overrides CodeAccessPermission public override IPermission Union(System.Security.IPermission other);  // overrides CodeAccessPermission }

The ReflectionPermission code-access permission class controls the ability for code to access nonvisible type members through .NET's reflection capabilities. This includes the ability of code to access protected and private type members, as well as to create assemblies dynamically in memory. The functionality represented by a ReflectionPermission object is specified at construction using members of the ReflectionPermissionFlag enumeration. To retrieve or modify the access represented by a ReflectionPermission object, use its Flags property.
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		ReflectionPermissionAttribute	ECMA 1.0, serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class ReflectionPermissionAttribute : CodeAccessSecurityAttribute { // Public Constructors public ReflectionPermissionAttribute(SecurityAction action); // Public Instance Properties public ReflectionPermissionFlag Flags{set; get; } public bool MemberAccess{set; get; } public bool ReflectionEmit{set; get; } public bool TypeInformation{set; get; } // Public Instance Methods public override IPermission CreatePermission( ); // overrides SecurityAttribute }

ReflectionPermissionAttribute provides declarative syntax support for the ReflectionPermission class. To configure the level of reflection functionality access represented by a ReflectionPermissionAttribute, assign values of the ReflectionPermissionFlag enumeration to the Flags property. Alternatively, the MemberAccess, ReflectionEmit, and TypeInformation properties take Boolean values to configure the type of access represented by the ReflectionPermissionAttribute; these properties map to the member values defined in the ReflectionPermissionFlag enumeration. Setting Unrestricted to true creates a ReflectionPermissionAttribute that represents unrestricted access to reflection functionality and is equivalent to the value ReflectionPermissionFlag.AllFlags.
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		ReflectionPermissionFlag	ECMA 1.0, serializable, flag




	System.Security.Permissions (mscorlib.dll)	enum


public enum ReflectionPermissionFlag { NoFlags = 0x00000000,TypeInformation = 0x00000001,MemberAccess = 0x00000002,ReflectionEmit = 0x00000004, AllFlags = 0x00000007 }

The values of the ReflectionPermissionFlag enumeration are used to specify the level of access to .NET's reflection capabilities that a ReflectionPermission object represents. NoFlags represents default reflection access, which includes access to public members and type information. The MemberAccess and TypeInformation values represent the ability to use reflection on nonpublic members and types, respectively. ReflectionEmit allows code to use the classes in the System.Reflection.Emit namespace to create assemblies in memory. The AllFlags value represents the combination of all values. Any level of access can be represented using logical OR operations to combine the member values.


Hierarchy

System.Object

System.ValueType

System.Enum(System.IComparable, System.IFormattable, System.IConvertible)
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ReflectionPermission.{Flags, ReflectionPermission( )}, ReflectionPermissionAttribute.Flags
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		RegistryPermission	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class RegistryPermission : System.Security.CodeAccessPermission : IUnrestrictedPermission, IBuiltInPermission { // Public Constructors public RegistryPermission(PermissionState state); public RegistryPermission(RegistryPermissionAccess access, string pathList); // Public Instance Methods public void AddPathList(RegistryPermissionAccess access, string pathList); public override IPermission Copy( ); // overrides CodeAccessPermission public override void FromXml(System.Security.SecurityElement esd);  // overrides CodeAccessPermission public string GetPathList(RegistryPermissionAccess access); public override IPermission Intersect(System.Security.IPermission target);  // overrides CodeAccessPermission public override bool IsSubsetOf(System.Security.IPermission target);  // overrides CodeAccessPermission public bool IsUnrestricted( ); // implements IUnrestrictedPermission public void SetPathList(RegistryPermissionAccess access, string pathList); public override SecurityElement ToXml( ); // overrides CodeAccessPermission public override IPermission Union(System.Security.IPermission other);  // overrides CodeAccessPermission }

The RegistryPermission class represents the ability of code to access and manipulate the contents of the Windows registry. More specifically, RegistryPermission controls access to secured members of the Microsoft.Win32.RegistryKey class. RegistryPermission maintains separate lists of registry key names to which different levels of access have been granted, and therefore a single RegistryPermission object can represent different types of access to an arbitrary number of registry keys.

To create a RegistryPermission object, pass a System.String containing a semicolon-separated list of registry key names, along with a value from the RegistryPermissionAccess enumeration to the RegistryPermission constructor. The RegistryPermissionAccess enumeration contains values that represent the type of access granted to a registry key, such as permission to read, write, or create.

To create a RegistryPermission object that represents a more complex permission set, use the AddPathList( ) and SetPathList( ) methods. Both methods take a System.String containing a semicolon-separated list of registry key names and a value from the RegistryPermissionAccess enumeration, which specifies the level of access to assign to the specified registry keys. The AddPathList( ) method adds the newly specified key names to the list of already configured keys. The SetPathList( ) method replaces its existing list of keys with the newly specified set.

The GetPathList( ) method returns a System.String containing a semicolon-separated list of registry keys to which access of the specified level is granted. The RegistryPermissionAccess.AllAccess and RegistryPermissionAccess.NoAccess values are invalid in calls to GetPathList( ), and will cause a System.ArgumentException to be thrown.
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		RegistryPermissionAccess	serializable, flag




	System.Security.Permissions (mscorlib.dll)	enum


public enum RegistryPermissionAccess { NoAccess = 0x00000000,Read = 0x00000001,Write = 0x00000002,Create = 0x00000004, AllAccess = 0x00000007 }

This enumeration is used to configure the type of registry access represented by a RegistryPermission object. The Create, Read, and Write values represent the ability to create, read, and write registry values, respectively. Each value is independent and does not include the permissions of the others. For example, Write does not encompass the permissions of the Read value. The AllAccess value represents the combination of Read, Write, and Create. If other combinations are needed, the values can be combined using a logical OR operation.
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System.Object
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		RegistryPermissionAttribute	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class RegistryPermissionAttribute : CodeAccessSecurityAttribute { // Public Constructors public RegistryPermissionAttribute(SecurityAction action); // Public Instance Properties public string All{set; get; } public string Create{set; get; } public string Read{set; get; } public string Write{set; get; } // Public Instance Methods public override IPermission CreatePermission( ); // overrides SecurityAttribute }

The RegistryPermissionAttribute attribute class provides declarative syntax support for the RegistryPermission class. The All, Create, Read, and Write properties take semicolon-separated lists of registry key names that the RegistryPermissionAttribute represents as the appropriate access level. Setting Unrestricted to true represents full access to all registry keys.
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		ResourcePermissionBase	serializable




	System.Security.Permissions (system.dll)	abstract class


public abstract class ResourcePermissionBase : System.Security.CodeAccessPermission : IUnrestrictedPermission { // Protected Constructors protected ResourcePermissionBase( ); protected ResourcePermissionBase(PermissionState state); // Public Static Fields public const string Any; // =* public const string Local; // =.
// Protected Instance Properties protected Type PermissionAccessType{set; get; } protected string[ ] TagNames{set; get; } // Public Instance Methods public override IPermission Copy( ); // overrides CodeAccessPermission public override void FromXml(System.Security.SecurityElement securityElement);  // overrides CodeAccessPermission public override IPermission Intersect(System.Security.IPermission target);  // overrides CodeAccessPermission public override bool IsSubsetOf(System.Security.IPermission target);  // overrides CodeAccessPermission public bool IsUnrestricted( ); // implements IUnrestrictedPermission public override SecurityElement ToXml( ); // overrides CodeAccessPermission public override IPermission Union(System.Security.IPermission target);  // overrides CodeAccessPermission
// Protected Instance Methods protected void AddPermissionAccess(ResourcePermissionBaseEntry entry); protected void Clear( ); protected ResourcePermissionBaseEntry[ ] GetPermissionEntries( ); protected void RemovePermissionAccess(ResourcePermissionBaseEntry entry); }

The abstract ResourcePermissionBase class provides common functionality for Windows resource-oriented permission classes, including the System.Diagnostics.EventLogPermission, System.Diagnostics.PerformanceCounterPermission, System.DirectoryServices.DirectoryServicesPermission, and System.ServiceProcess.ServiceControllerPermission classes.
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		ResourcePermissionBaseEntry	serializable




	System.Security.Permissions (system.dll)	class


public class ResourcePermissionBaseEntry { // Public Constructors public ResourcePermissionBaseEntry( ); public ResourcePermissionBaseEntry(int permissionAccess, string[ ] permissionAccessPath); // Public Instance Properties public int PermissionAccess{get; } public string[ ] PermissionAccessPath{get; } }

ResourcePermissionBaseEntry is used in conjunction with classes that extend the ResourcePermissionBase. It represents an administrable unit of code-access security.


Returned By

ResourcePermissionBase.GetPermissionEntries( )

Passed To

ResourcePermissionBase.{AddPermissionAccess( ), RemovePermissionAccess( )}
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		SecurityAction	ECMA 1.0, serializable




	System.Security.Permissions (mscorlib.dll)	enum


public enum SecurityAction { Demand = 2,Assert = 3,Deny = 4,PermitOnly = 5,LinkDemand = 6,InheritanceDemand = 7, RequestMinimum = 8,RequestOptional = 9,RequestRefuse = 10 }

The SecurityAction enumeration contains values that represent the different declarative security statements. Every permission attribute class derived from the CodeAccessSecurityAttribute class defines a constructor that takes a value of the SecurityAction enumeration as an argument. The value of the SecurityAction argument identifies the action that the declarative security statement performs, and determines the program elements that are valid targets for the security attribute. The nine values of the SecurityAction enumeration fall into three categories: security demands, permission requests, and stack overrides. Declarative security demands and stack overrides can be applied to classes and functional members (i.e., methods, properties, and events), whereas permission requests are valid only at the assembly level.

The security demands include the values Demand, InheritanceDemand, and LinkDemand. Demand initiates a security demand, which will result in a stack walk when used with an attribute whose permission counterpart implements the System.Security.IStackWalk interfaces. This includes all code-access and identity permissions, but not PrincipalPermission, which only implements the System.Security.IPermission interface. The InheritanceDemand and LinkDemand statements have no imperative syntax equivalent. InheritanceDemand ensures that code trying to inherit a class or override a member has the demanded permission. LinkDemand ensures that the immediate calling code has the demanded permission, without invoking a stack walk.

The permission request statements also have no imperative statement equivalent, and include the values RequestMinimum, RequestOptional, and RequestRefuse. Permission requests provide a mechanism for assemblies to communicate details to the runtime and security administrators about the permissions they do and do not need. RequestMinimum specifies a set of permissions that the runtime must grant to an assembly in order for it to function correctly. After the runtime resolves the permissions for an assembly, if the grant set does not contain all of the requested permissions, then the runtime will throw a System.Security.Policy.PolicyException and will not load the assembly. The RequestOptional statement defines the maximum set of permissions that the runtime should grant to an assembly regardless of security policy. This is often used to specify a set of nonessential permissions that can be used if granted. The RequestRefuse statement specifies the set of permissions that the runtime should never grant to the assembly. RequestRefuse ensures code can never by granted permissions that it does not need, and so cannot be used by malicious code as a gateway to access secured actions or resources.

The stack override values—Assert, Deny, and PermitOnly—have the same effect as the methods of the same name defined in the System.Security.IStackWalk interface.
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		SecurityAttribute	ECMA 1.0, serializable




	System.Security.Permissions (mscorlib.dll)	abstract class


public abstract class SecurityAttribute : Attribute { // Public Constructors public SecurityAttribute(SecurityAction action); // Public Instance Properties public SecurityAction Action{set; get; } public bool Unrestricted{set; get; } // Public Instance Methods public abstract IPermission CreatePermission( ); }

The abstract SecurityAttribute class provides a base class from which the CodeAccessSecurityAttribute is derived. The Unrestricted property allows creation of security attributes that represent permissions in an unrestricted state. Although all derived permission attributes inherit Unrestricted, it is of use only when dealing with the attribute counterparts of permissions that implement the IUnrestrictedPermission interface. When required, the runtime calls the CreatePermission( ) method to create configured permission objects correctly from the configuration defined in a security attribute.
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		SecurityPermission	ECMA 1.0, serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class SecurityPermission : System.Security.CodeAccessPermission : IUnrestrictedPermission, IBuiltInPermission { // Public Constructors public SecurityPermission(PermissionState state); public SecurityPermission(SecurityPermissionFlag flag); // Public Instance Properties public SecurityPermissionFlag Flags{set; get; } // Public Instance Methods public override IPermission Copy( ); // overrides CodeAccessPermission public override void FromXml(System.Security.SecurityElement esd);  // overrides CodeAccessPermission public override IPermission Intersect(System.Security.IPermission target);  // overrides CodeAccessPermission public override bool IsSubsetOf(System.Security.IPermission target);  // overrides CodeAccessPermission public bool IsUnrestricted( ); // implements IUnrestrictedPermission public override SecurityElement ToXml( ); // overrides CodeAccessPermission public override IPermission Union(System.Security.IPermission target);  // overrides CodeAccessPermission }

This code-access permission controls access to a set of 14 discrete operations that are critical to the security of the runtime environment. These include highly trusted operations, such as the ability of code to control evidence, create and manipulate application domains, and skip verification. The specific operations represented by a SecurityPermission object are identified at construction using members of the SecurityPermissionFlag enumeration. To retrieve or modify the operations represented by a SecurityPermission object, use the Flags property.
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		SecurityPermissionAttribute	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class SecurityPermissionAttribute : CodeAccessSecurityAttribute { // Public Constructors public SecurityPermissionAttribute(SecurityAction action); // Public Instance Properties public bool Assertion{set; get; } public bool ControlAppDomain{set; get; } public bool ControlDomainPolicy{set; get; } public bool ControlEvidence{set; get; } public bool ControlPolicy{set; get; } public bool ControlPrincipal{set; get; } public bool ControlThread{set; get; } public bool Execution{set; get; } public SecurityPermissionFlag Flags{set; get; } public bool Infrastructure{set; get; } public bool RemotingConfiguration{set; get; } public bool SerializationFormatter{set; get; } public bool SkipVerification{set; get; } public bool UnmanagedCode{set; get; } // Public Instance Methods public override IPermission CreatePermission( ); // overrides SecurityAttribute }

This permission attribute provides declarative security support for the SecurityPermission code-access permission. To configure the set of security operations represented by a SecurityPermissionAttribute, assign values from the SecurityPermissionFlag enumeration to the Flags property. Alternately, SecurityPermissionAttribute provides properties that map to the individual values defined in the SecurityPermissionFlag enumeration. Setting these properties to true allows the configuration of a SecurityPermissionAttribute to represent any set of security operations. Setting Unrestricted to true creates a SecurityPermissionAttribute that represents access to all security operations and is equivalent to the SecurityPermissionFlag.AllFlags value.
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SecurityAttribute

CodeAccessSecurityAttribute

SecurityPermissionAttribute

Valid On

Assembly, Class, Struct, Constructor, Method
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		SecurityPermissionFlag	ECMA 1.0, serializable, flag




	System.Security.Permissions (mscorlib.dll)	enum


public enum SecurityPermissionFlag { NoFlags = 0x00000000,Assertion = 0x00000001, UnmanagedCode = 0x00000002, SkipVerification = 0x00000004,Execution = 0x00000008, ControlThread = 0x00000010, ControlEvidence = 0x00000020,ControlPolicy = 0x00000040, SerializationFormatter = 0x00000080, ControlDomainPolicy = 0x00000100,ControlPrincipal = 0x00000200, ControlAppDomain = 0x00000400, RemotingConfiguration = 0x00000800,Infrastructure = 0x00001000, BindingRedirects = 0x00002000,AllFlags = 0x00003FFF }

The values of the SecurityPermissionFlag enumeration specify the security actions that a SecurityPermission or SecurityPermissionAttribute object represents. Of the values we have discussed in this book, the most fundamental value is Execution, without which code cannot run in the .NET Framework. SkipVerification gives unverifiable code permission to run, and UnmanagedCode gives code the ability to run unmanaged (native) code through PInvoke or COM interoperability calls. Assertion allows code to assert any permission that it has been granted—see the System.Security.IStackWalk interface for details.

ControlAppDomain represents the ability to create and manipulate application domains, ControlDomainPolicy allows code to assign security policy to an application domain, and ControlPrincipal controls the ability of code to manipulate the principal of an application domain (used in role-based security). ControlEvidence allows code to manipulate the evidence of an application domain as it is created or an assembly as it is loaded, and ControlPolicy means that code can view and manipulate security policy.

The AllFlags value represents a combination of all values, and NoFlags represents no permission. Any set of security operations can be represented using logical OR operations to combine the member values.


Hierarchy

System.Object

System.ValueType

System.Enum(System.IComparable, System.IFormattable, System.IConvertible)

SecurityPermissionFlag

Returned By

SecurityPermission.Flags, SecurityPermissionAttribute.Flags

Passed To

SecurityPermission.{Flags, SecurityPermission( )}, SecurityPermissionAttribute.Flags
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		SiteIdentityPermission	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class SiteIdentityPermission : System.Security.CodeAccessPermission : IBuiltInPermission { // Public Constructors public SiteIdentityPermission(PermissionState state); public SiteIdentityPermission(string site); // Public Instance Properties public string Site{set; get; } // Public Instance Methods public override IPermission Copy( ); // overrides CodeAccessPermission public override void FromXml(System.Security.SecurityElement esd);  // overrides CodeAccessPermission public override IPermission Intersect(System.Security.IPermission target);  // overrides CodeAccessPermission public override bool IsSubsetOf(System.Security.IPermission target);  // overrides CodeAccessPermission public override SecurityElement ToXml( ); // overrides CodeAccessPermission public override IPermission Union(System.Security.IPermission target);  // overrides CodeAccessPermission }

The SiteIdentityPermission class represents the System.Security.Policy.Site evidence of an assembly or application domain, allowing code to invoke imperative security statements based on the web site from which code originated. For example, code could ensure that only assemblies run from the https://www.oreilly.com site have access to protected functionality.

To create a SiteIdentityPermission object representing a specific source web site, pass a System.String containing the site address to the SiteIdentityPermission constructor; the site can include the "*" wildcard character. To access or modify the web site represented by a SiteIdentityPermission, use the Site property.


Hierarchy

System.Object

System.Security.CodeAccessPermission(System.Security.IPermission, System.Security.ISecurityEncodable, System.Security.IStackWalk)

SiteIdentityPermission(IBuiltInPermission)
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		SiteIdentityPermissionAttribute	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class SiteIdentityPermissionAttribute : CodeAccessSecurityAttribute { // Public Constructors public SiteIdentityPermissionAttribute(SecurityAction action); // Public Instance Properties public string Site{set; get; } // Public Instance Methods public override IPermission CreatePermission( ); // overrides SecurityAttribute }

The SiteIdentityPermissionAttribute class provides declarative syntax support for the SiteIdentityPermission. Specify the web site represented by the SiteIdentityPermissionAttribute by assigning a System.String containing the web site name to the Site property.


Hierarchy

System.Object

System.Attribute

SecurityAttribute

CodeAccessSecurityAttribute

SiteIdentityPermissionAttribute

Valid On

Assembly, Class, Struct, Constructor, Method
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		StrongNameIdentityPermission	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class StrongNameIdentityPermission : System.Security.CodeAccessPermission : IBuiltInPermission { // Public Constructors public StrongNameIdentityPermission(PermissionState state); public StrongNameIdentityPermission(StrongNamePublicKeyBlob blob, string name, Version version); // Public Instance Properties public string Name{set; get; } public StrongNamePublicKeyBlob PublicKey{set; get; } public Version Version{set; get; } // Public Instance Methods public override IPermission Copy( ); // overrides CodeAccessPermission public override void FromXml(System.Security.SecurityElement e);  // overrides CodeAccessPermission public override IPermission Intersect(System.Security.IPermission target);  // overrides CodeAccessPermission public override bool IsSubsetOf(System.Security.IPermission target);  // overrides CodeAccessPermission public override SecurityElement ToXml( ); // overrides CodeAccessPermission public override IPermission Union(System.Security.IPermission target);  // overrides CodeAccessPermission }

This identity permission represents the System.Security.Policy.StrongName evidence that an assembly or application domain presented to the runtime when it was loaded or created. The StrongNameIdentityPermission class enables code to make security decisions based on the strong name of an assembly, allowing code to ensure that only specific assemblies or versions of an assembly can access functionality.

The StrongNameIdentityPermission class provides a constructor that takes the name, version, and public key blob of a strong name. The Name, Version, and PublicKey properties of a StrongNameIdentityPermission object provide access to the strong-named data of an existing StrongNameIdentityPermission object. Name is a System.String containing the simple name of the assembly. Version uses a System.Version object to represent the four elements of a strong-named assembly version number; these are major, minor, build, and revision. The major and minor elements are mandatory, but build and revision are optional when specifying a strong-named assembly's version number. The PublicKey property uses a StrongNamePublicKeyBlob to contain the public key data of the strong name.


Hierarchy

System.Object

System.Security.CodeAccessPermission(System.Security.IPermission, System.Security.ISecurityEncodable, System.Security.IStackWalk)

StrongNameIdentityPermission(IBuiltInPermission)
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		StrongNameIdentityPermissionAttribute	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class StrongNameIdentityPermissionAttribute : CodeAccessSecurityAttribute { // Public Constructors public StrongNameIdentityPermissionAttribute(SecurityAction action); // Public Instance Properties public string Name{set; get; } public string PublicKey{set; get; } public string Version{set; get; } // Public Instance Methods public override IPermission CreatePermission( ); // overrides SecurityAttribute }

This attribute class provides declarative syntax support for the StrongNameIdentityPermission class. The Name, PublicKey, and Version attributes all take System.String objects containing the information that defines the strong name; the StrongNameIdentityPermissionAttribute converts these string values to the appropriate types.


Hierarchy

System.Object

System.Attribute

SecurityAttribute

CodeAccessSecurityAttribute

StrongNameIdentityPermissionAttribute

Valid On

Assembly, Class, Struct, Constructor, Method
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		StrongNamePublicKeyBlob	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class StrongNamePublicKeyBlob { // Public Constructors public StrongNamePublicKeyBlob(byte[ ] publicKey); // Public Instance Methods public override bool Equals(object obj); // overrides object public override int GetHashCode( ); // overrides object public override string ToString( ); // overrides object }

The StrongNamePublicKeyBlob class is used in conjunction with the constructor and PublicKey properties of the StrongNameIdentityPermission class. It provides a convenient container for passing byte arrays that represent the public key component of a strong name. A byte array containing the raw public key data must be passed to the StrongNamePublicKeyBlob constructor because no properties or methods are provided to manipulate the data.


Returned By

StrongNameIdentityPermission.PublicKey, System.Security.Policy.StrongName.PublicKey, System.Security.Policy.StrongNameMembershipCondition.PublicKey

Passed To

StrongNameIdentityPermission.{PublicKey, StrongNameIdentityPermission( )}, System.Security.Policy.StrongName.StrongName( ), System.Security.Policy.StrongNameMembershipCondition.{PublicKey, StrongNameMembershipCondition( )}
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		UIPermission	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class UIPermission : System.Security.CodeAccessPermission : IUnrestrictedPermission, IBuiltInPermission { // Public Constructors public UIPermission(PermissionState state); public UIPermission(UIPermissionClipboard clipboardFlag); public UIPermission(UIPermissionWindow windowFlag); public UIPermission(UIPermissionWindow windowFlag, UIPermissionClipboard clipboardFlag); // Public Instance Properties public UIPermissionClipboard Clipboard{set; get; } public UIPermissionWindow Window{set; get; } // Public Instance Methods public override IPermission Copy( ); // overrides CodeAccessPermission public override void FromXml(System.Security.SecurityElement esd);  // overrides CodeAccessPermission public override IPermission Intersect(System.Security.IPermission target);  // overrides CodeAccessPermission public override bool IsSubsetOf(System.Security.IPermission target);  // overrides CodeAccessPermission public bool IsUnrestricted( ); // implements IUnrestrictedPermission public override SecurityElement ToXml( ); // overrides CodeAccessPermission public override IPermission Union(System.Security.IPermission target);  // overrides CodeAccessPermission }

The UIPermission class controls the ability of code to access clipboard functionality as well as various windows elements of the user interface. Values from the UIPermissionClipboard and UIPermissionWindow enumerations are used in the UIPermission constructor to configure the level of access represented. The Clipboard and Window properties allow code to access and modify the configuration after construction.


Hierarchy

System.Object

System.Security.CodeAccessPermission(System.Security.IPermission, System.Security.ISecurityEncodable, System.Security.IStackWalk)

UIPermission(IUnrestrictedPermission, IBuiltInPermission)
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		UIPermissionAttribute	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class UIPermissionAttribute : CodeAccessSecurityAttribute { // Public Constructors public UIPermissionAttribute(SecurityAction action); // Public Instance Properties public UIPermissionClipboard Clipboard{set; get; } public UIPermissionWindow Window{set; get; } // Public Instance Methods public override IPermission CreatePermission( ); // overrides SecurityAttribute }

The UIPermissionAttribute class provides declarative syntax support for the UIPermission class. The Clipboard property takes a value from the UIPermissionClipboard enumeration to configure the access granted to the clipboard, and the Window property takes a value from the UIPermissionWindow enumeration to configure the access granted to various window elements. Setting Unrestricted to true creates a UIPermissionAttribute that represents unrestricted access to all window and clipboard functionality


Hierarchy

System.Object

System.Attribute

SecurityAttribute

CodeAccessSecurityAttribute

UIPermissionAttribute

Valid On

Assembly, Class, Struct, Constructor, Method
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		UIPermissionClipboard	serializable




	System.Security.Permissions (mscorlib.dll)	enum


public enum UIPermissionClipboard { NoClipboard = 0,OwnClipboard = 1,AllClipboard = 2 }

Values of the UIPermissionClipboard enumeration are used to specify the type of clipboard access represented by a UIPermission object. OwnClipboard means that code can freely place data into the clipboard but cannot programmatically read the clipboard contents. AllClipboard represents unrestricted clipboard access.


Hierarchy

System.Object

System.ValueType

System.Enum(System.IComparable, System.IFormattable, System.IConvertible)

UIPermissionClipboard

Returned By

UIPermission.Clipboard, UIPermissionAttribute.Clipboard

Passed To

UIPermission.{Clipboard, UIPermission( )}, UIPermissionAttribute.Clipboard
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		UIPermissionWindow	serializable




	System.Security.Permissions (mscorlib.dll)	enum


public enum UIPermissionWindow { NoWindows = 0,SafeSubWindows = 1,SafeTopLevelWindows = 2,AllWindows = 3 }

The UIPermissionWindow enumeration contains values that the UIPermission class uses to represent the type of window elements code is permitted to use. SafeSubWindows represents the ability to use safe subwindows such as message boxes and common dialog controls. SafeTopLevelWindows represents permission to use top-level windows that are considered safe because they are clearly labeled to avoid spoofing attacks. AllWindows represents the ability to access all windows elements.


Hierarchy

System.Object

System.ValueType

System.Enum(System.IComparable, System.IFormattable, System.IConvertible)

UIPermissionWindow

Returned By

UIPermission.Window, UIPermissionAttribute.Window

Passed To

UIPermission.{UIPermission( ), Window}, UIPermissionAttribute.Window
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		UrlIdentityPermission	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class UrlIdentityPermission : System.Security.CodeAccessPermission : IBuiltInPermission { // Public Constructors public UrlIdentityPermission(PermissionState state); public UrlIdentityPermission(string site); // Public Instance Properties public string Url{set; get; } // Public Instance Methods public override IPermission Copy( ); // overrides CodeAccessPermission public override void FromXml(System.Security.SecurityElement esd);  // overrides CodeAccessPermission public override IPermission Intersect(System.Security.IPermission target);  // overrides CodeAccessPermission public override bool IsSubsetOf(System.Security.IPermission target);  // overrides CodeAccessPermission public override SecurityElement ToXml( ); // overrides CodeAccessPermission public override IPermission Union(System.Security.IPermission target);  // overrides CodeAccessPermission }

The UrlIdentityPermission class represents the System.Security.Policy.Url evidence of an assembly or application domain. The UrlIdentityPermission class allows code to make security decisions based on the URL from which code was loaded using imperative security statements. UrlIdentityPermission is useful for ensuring that only the code loaded from particular locations can execute important actions and resources. For example, only code loaded from a secure server on the local network can run methods that manage user accounts.

To create a UrlIdentityPermission object representing a specific source URL, pass a System.String containing the URL to the UrlIdentityPermission constructor. The URL can include the "*" wildcard character as its last element. The source URL represented by a UrlIdentityPermission can also be configured using its Url property.


Hierarchy

System.Object

System.Security.CodeAccessPermission(System.Security.IPermission, System.Security.ISecurityEncodable, System.Security.IStackWalk)

UrlIdentityPermission(IBuiltInPermission)
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		UrlIdentityPermissionAttribute	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class UrlIdentityPermissionAttribute : CodeAccessSecurityAttribute { // Public Constructors public UrlIdentityPermissionAttribute(SecurityAction action); // Public Instance Properties public string Url{set; get; } // Public Instance Methods public override IPermission CreatePermission( ); // overrides SecurityAttribute }

The UrlIdentityPermissionAttribute attribute class provides declarative syntax support for the UrlIdentityPermission class. The URL is specified by assigning a System.String containing the URL to the Url property.


Hierarchy

System.Object

System.Attribute

SecurityAttribute

CodeAccessSecurityAttribute

UrlIdentityPermissionAttribute

Valid On

Assembly, Class, Struct, Constructor, Method
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		ZoneIdentityPermission	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class ZoneIdentityPermission : System.Security.CodeAccessPermission : IBuiltInPermission { // Public Constructors public ZoneIdentityPermission(PermissionState state); public ZoneIdentityPermission(System.Security.SecurityZone zone); // Public Instance Properties public SecurityZone SecurityZone{set; get; } // Public Instance Methods public override IPermission Copy( ); // overrides CodeAccessPermission public override void FromXml(System.Security.SecurityElement esd);  // overrides CodeAccessPermission public override IPermission Intersect(System.Security.IPermission target);  // overrides CodeAccessPermission public override bool IsSubsetOf(System.Security.IPermission target);  // overrides CodeAccessPermission public override SecurityElement ToXml( ); // overrides CodeAccessPermission public override IPermission Union(System.Security.IPermission target);  // overrides CodeAccessPermission }

This identity permission class represents the System.Security.Policy.Zone evidence presented by an assembly or application domain to the runtime. The ZoneIdentityPermission class allows code to invoke imperative security statements based on the zone from which code originated. For example, code could ensure that only assemblies run from the local intranet have access to methods that manipulate data in an important database.

To create a ZoneIdentityPermission object representing a specific zone, pass a member of the System.Security.SecurityZone enumeration to object constructor. The System.Security.SecurityZone enumeration contains values that represent the standard Internet Explorer security zones. To get or set the security zone represented by a ZoneIdentityPermission object, use its SecurityZone property.


Hierarchy

System.Object

System.Security.CodeAccessPermission(System.Security.IPermission, System.Security.ISecurityEncodable, System.Security.IStackWalk)

ZoneIdentityPermission(IBuiltInPermission)
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		ZoneIdentityPermissionAttribute	serializable




	System.Security.Permissions (mscorlib.dll)	sealed class


public sealed class ZoneIdentityPermissionAttribute : CodeAccessSecurityAttribute { // Public Constructors public ZoneIdentityPermissionAttribute(SecurityAction action); // Public Instance Properties public SecurityZone Zone{set; get; } // Public Instance Methods public override IPermission CreatePermission( ); // overrides SecurityAttribute }

This attribute class provides declarative syntax support for the ZoneIdentityPermission class. The security zone is specified by assigning a value of the System.Security.SecurityZone enumeration to the Zone property.


Hierarchy

System.Object

System.Attribute

SecurityAttribute

CodeAccessSecurityAttribute

ZoneIdentityPermissionAttribute

Valid On

Assembly, Class, Struct, Constructor, Method
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		AllMembershipCondition	serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class AllMembershipCondition : IMembershipCondition, System.Security.ISecurityEncodable, System.Security.ISecurityPolicyEncodable, IConstantMembershipCondition { // Public Constructors public AllMembershipCondition( ); // Public Instance Methods public bool Check(Evidence evidence); // implements IMembershipCondition public IMembershipCondition Copy( ); // implements IMembershipCondition public override bool Equals(object o); // overrides object public void FromXml(System.Security.SecurityElement e); // implements System.Security.ISecurityEncodable public void FromXml(System.Security.SecurityElement e,  // implements System.Security.ISecurityPolicyEncodable PolicyLevel level); public override int GetHashCode( ); // overrides object public override string ToString( ); // overrides object public SecurityElement ToXml( ); // implements System.Security.ISecurityEncodable public SecurityElement ToXml(PolicyLevel level); // implements System.Security.ISecurityPolicyEncodable }

This membership condition matches all code. The Check( ) method always returns true, which means that all assemblies and application domains, regardless of their evidence, qualify for membership of a CodeGroup for which an AllMembershipCondition object is the membership condition
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		ApplicationDirectory	serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class ApplicationDirectory : IBuiltInEvidence { // Public Constructors public ApplicationDirectory(string name); // Public Instance Properties public string Directory{get; } // Public Instance Methods public object Copy( ); public override bool Equals(object o); // overrides object public override int GetHashCode( ); // overrides object public override string ToString( ); // overrides object }

The ApplicationDirectory evidence class represents the root installation directory of an application. A URL representing the application installation path is passed as a System.String to the ApplicationDirectory constructor, and is accessible through the Directory property.

The ApplicationDirectoryMembershipCondition class uses ApplicationDirectory evidence during policy resolution to evaluate whether an assembly or application domain qualifies for membership of a CodeGroup.
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		ApplicationDirectoryMembershipCondition	serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class ApplicationDirectoryMembershipCondition : IMembershipCondition, System.Security.ISecurityEncodable, System.Security.ISecurityPolicyEncodable, IConstantMembershipCondition { // Public Constructors public ApplicationDirectoryMembershipCondition( ); // Public Instance Methods public bool Check(Evidence evidence); // implements IMembershipCondition public IMembershipCondition Copy( ); // implements IMembershipCondition public override bool Equals(object o); // overrides object public void FromXml(System.Security.SecurityElement e); // implements System.Security.ISecurityEncodable public void FromXml(System.Security.SecurityElement e,  // implements System.Security.ISecurityPolicyEncodable PolicyLevel level); public override int GetHashCode( ); // overrides object public override string ToString( ); // overrides object public SecurityElement ToXml( ); // implements System.Security.ISecurityEncodable public SecurityElement ToXml(PolicyLevel level); // implements System.Security.ISecurityPolicyEncodable }

The ApplicationDirectoryMembershipCondition membership condition class uses the value of both ApplicationDirectory and Url evidence to determine if an assembly or application domain qualifies for membership of a CodeGroup. The Check( ) method returns true if the specified Evidence collection contains both Url and ApplicationDirectory evidence, and the Url.Value property represents a location that is a child of the ApplicationDirectory.Directory property.
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		CodeGroup	serializable




	System.Security.Policy (mscorlib.dll)	abstract class


public abstract class CodeGroup { // Public Constructors public CodeGroup(IMembershipCondition membershipCondition, PolicyStatement policy); // Public Instance Properties public virtual string AttributeString{get; } public IList Children{set; get; } public string Description{set; get; } public IMembershipCondition MembershipCondition{set; get; } public abstract string MergeLogic{get; } public string Name{set; get; } public virtual string PermissionSetName{get; } public PolicyStatement PolicyStatement{set; get; } // Public Instance Methods public void AddChild(CodeGroup group); public abstract CodeGroup Copy( ); public bool Equals(CodeGroup cg, bool compareChildren); public override bool Equals(object o); // overrides object public void FromXml(System.Security.SecurityElement e); public void FromXml(System.Security.SecurityElement e, PolicyLevel level); public override int GetHashCode( ); // overrides object public void RemoveChild(CodeGroup group); public abstract PolicyStatement Resolve(Evidence evidence); public abstract CodeGroup ResolveMatchingCodeGroups(Evidence evidence); public SecurityElement ToXml( ); public SecurityElement ToXml(PolicyLevel level); // Protected Instance Methods protected virtual void CreateXml(System.Security.SecurityElement element, PolicyLevel level); protected virtual void ParseXml(System.Security.SecurityElement e, PolicyLevel level); }

The abstract CodeGroup class provides the base class from which all concrete code group classes derive. Code groups are the fundamental building blocks of security policy. Each of the enterprise, machine, user, and application domain policy levels consists of a hierarchy of code groups that descend from a single root CodeGroup object. The root CodeGroup for a policy level is accessible through the PolicyLevel.RootCodeGroup property.

Although implementation varies with each concrete subclass, the most important elements of a CodeGroup are its membership condition, policy statement, and children. The membership condition and policy statement can be set at creation as arguments to the CodeGroup constructor, or later through the MembershipCondition and PolicyStatement properties.

The MembershipCondition property takes an object that implements the IMembershipCondition interface and provides the logic that determines whether an assembly or application domain qualifies for membership of the CodeGroup. The PolicyStatement property takes a PolicyStatement object that defines the effect the CodeGroup has on its members, including the permissions it grants and any attributes that the CodeGroup has.

Each CodeGroup contains a set of child CodeGroup objects each child can have its own children, and so on, establishing the code group tree structure used during policy resolution. The role of children in the policy resolution process varies with each subclass, and in some cases, the order of children is important. The Children property returns an ordered System.Collections.IList of child CodeGroup objects. To add and remove children, use the AddChild( ) and RemoveChild( ) methods.

The most important method of the CodeGroup class is Resolve( ), which takes an Evidence collection as an argument. Policy resolution of an assembly or application domain consists of the runtime calling the Resolve( ) method on the root CodeGroup in each policy level and passing it the assembly or application domain's Evidence collection. Although it is not possible for a program to invoke policy resolution for an assembly or application domain, Resolve( ) and ResolveMatchingCodeGroups( ) are useful for testing the permissions and code group membership an assembly or application domain would be granted by the CodeGroup object. Resolve( ) returns a PolicyStatement that represents the net effect of all code groups in the tree to which the assembly or application domain qualified for membership.


Subclasses

FileCodeGroup, FirstMatchCodeGroup, NetCodeGroup, UnionCodeGroup

Returned By

FileCodeGroup.{Copy( ), ResolveMatchingCodeGroups( )}, PolicyLevel.{ResolveMatchingCodeGroups( ), RootCodeGroup}

Passed To

PolicyLevel.RootCodeGroup
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		Evidence	CF 1.0, serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class Evidence : ICollection, IEnumerable { // Public Constructors public Evidence( ); public Evidence(Evidence evidence); public Evidence(object[ ] hostEvidence, object[ ] assemblyEvidence); // Public Instance Properties public int Count{get; } // implements ICollection public bool IsReadOnly{get; } public bool IsSynchronized{get; } // implements ICollection public bool Locked{set; get; } public object SyncRoot{get; } // implements ICollection
// Public Instance Methods public void AddAssembly(object id); public void AddHost(object id); public void CopyTo(Array array, int index); // implements ICollection public IEnumerator GetAssemblyEnumerator( ); public IEnumerator GetEnumerator( ); // implements IEnumerable public IEnumerator GetHostEnumerator( ); public void Merge(Evidence evidence); }

The Evidence class is a specialized collection used to contain evidence objects. The Evidence class actually contains two sets of evidence objects: a collection of host evidence and a collection of assembly evidence. Host evidence is the primary type of evidence used as input by the runtime to drive security policy resolution. The runtime, or possibly a trusted host, specifies the host evidence. Host evidence is added to the Evidence collection using the AddHost( ) method and accessed through the GetHostEnumerator( ) method.

Assembly evidence is normally specified at build time by the assembly developer and embedded in the assembly file as a serialized resource. As the runtime loads the assembly, it deserializes any assembly evidence and places it inside the assembly's Evidence collection. A trusted host can also provide assembly evidence when it loads an assembly using the AddAssembly( ) method, although this is uncommon. The GetAssemblyEnumerator( ) method provides access to the assembly evidence contained in an Evidence collection.

Despite containing two separate collections, Evidence also provides members to manipulate the combined contents of both collections at once. The Count property returns the total number of evidence objects, and the GetEnumerator( ) method returns a System.Collections.IEnumerator that enumerates across all objects in the Evidence collection.

During policy resolution, the Evidence collection of an assembly or application domain is passed to each CodeGroup through the CodeGroup.Resolve( ) method. The CodeGroup then passes the Evidence collection to the IMembershipCondition.Check( ) method of its membership condition object. The membership condition evaluates the Evidence collection to determine if it contains the appropriate evidence values to qualify for CodeGroup membership.


Returned By

System.AppDomain.Evidence, System.Reflection.Assembly.Evidence, System.Security.IEvidenceFactory.Evidence, System.Xml.XmlSecureResolver.CreateEvidenceForUrl( )

Passed To

Multiple types
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		FileCodeGroup	serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class FileCodeGroup : CodeGroup { // Public Constructors public FileCodeGroup(IMembershipCondition membershipCondition, System.Security.Permissions.FileIOPermissionAccess access); // Public Instance Properties public override string AttributeString{get; } // overrides CodeGroup public override string MergeLogic{get; } // overrides CodeGroup public override string PermissionSetName{get; } // overrides CodeGroup
// Public Instance Methods public override CodeGroup Copy( ); // overrides CodeGroup public override bool Equals(object o); // overrides CodeGroup public override int GetHashCode( ); // overrides CodeGroup public override PolicyStatement Resolve(Evidence evidence);  // overrides CodeGroup public override CodeGroup ResolveMatchingCodeGroups(Evidence evidence);  // overrides CodeGroup
// Protected Instance Methods protected override void CreateXml(System.Security.SecurityElement element, PolicyLevel level);  // overrides CodeGroup protected override void ParseXml(System.Security.SecurityElement e, PolicyLevel level);  // overrides CodeGroup }

This class is a subclass of the CodeGroup class. FileCodeGroup does not support attributes and does not contain a statically defined permission set, and so there is no need to assign it a PolicyStatement. With each call to Resolve( ), the FileCodeGroup object determines if the provided Evidence collection contains Url evidence that represents a URL with the "file://" protocol. If so, the FileCodeGroup dynamically generates a permission set that contains a System.Security.Permissions.FileIOPermission that grants access to the directory specified in the Url evidence. The type of file access to grant (read, write, and so on) is specified in the FileCodeGroup constructor using a member of the System.Security.Permissions.FileIOPermissionAccess enumeration.

Members of a FileCodeGroup are tested for membership against all of its child code groups. The final permission set granted by the FileCodeGroup is the union of its permission set and the permission sets of the children to which the assembly or application domain also qualifies for membership.
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		FirstMatchCodeGroup	serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class FirstMatchCodeGroup : CodeGroup { // Public Constructors public FirstMatchCodeGroup(IMembershipCondition membershipCondition, PolicyStatement policy); // Public Instance Properties public override string MergeLogic{get; } // overrides CodeGroup
// Public Instance Methods public override CodeGroup Copy( ); // overrides CodeGroup public override PolicyStatement Resolve(Evidence evidence);  // overrides CodeGroup public override CodeGroup ResolveMatchingCodeGroups(Evidence evidence);  // overrides CodeGroup }

The FirstMatchCodeGroup class is a concrete subclass of the CodeGroup class. Members of a FirstMatchCodeGroup are tested for membership against its child code groups in order. After qualifying for membership to a child group, the comparison stops, which means that the order of the children is important. The final permission set granted by the FirstMatchCodeGroup is the union of its permission set and at most one of its children.
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		Hash	serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class Hash : System.Runtime.Serialization.ISerializable, IBuiltInEvidence { // Public Constructors public Hash(System.Reflection.Assembly assembly); // Public Instance Properties public byte[ ] MD5{get; } public byte[ ] SHA1{get; } // Public Instance Methods public byte[ ] GenerateHash(System.Security.Cryptography.HashAlgorithm hashAlg); public void GetObjectData(System.Runtime.Serialization.SerializationInfo info, System.Runtime.Serialization.StreamingContext context);  // implements ISerializable public override string ToString( ); // overrides object }

The Hash evidence class represents the hash value of an assembly's content. Unlike the other standard evidence classes, Hash provides multiple evidence values (hash values) from a single set of source data. The evidence data source is a System.Reflection.Assembly object that is passed to the Hash object constructor. The MD5 and SHA1 properties calculate and return the MD5 and SHA1 hash values for the content of the Assembly. The GenerateHash( ) method allows any hashing implementation that derives from System.Security.Cryptography.HashAlgorithm to be used to generate a hash value of the Assembly content.

During policy resolution, the HashMembershipCondition class uses Hash evidence to evaluate whether code qualifies for membership of a CodeGroup.
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		HashMembershipCondition	serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class HashMembershipCondition : IMembershipCondition, System.Security.ISecurityEncodable, System.Security.ISecurityPolicyEncodable { // Public Constructors public HashMembershipCondition(System.Security.Cryptography.HashAlgorithm hashAlg, byte[ ] value); // Public Instance Properties public HashAlgorithm HashAlgorithm{set; get; } public byte[ ] HashValue{set; get; } // Public Instance Methods public bool Check(Evidence evidence); // implements IMembershipCondition public IMembershipCondition Copy( ); // implements IMembershipCondition public override bool Equals(object o); // overrides object public void FromXml(System.Security.SecurityElement e); // implements System.Security.ISecurityEncodable public void FromXml(System.Security.SecurityElement e, PolicyLevel level);  // implements System.Security.ISecurityPolicyEncodable public override int GetHashCode( ); // overrides object public override string ToString( ); // overrides object public SecurityElement ToXml( ); // implements System.Security.ISecurityEncodable public SecurityElement ToXml(PolicyLevel level); // implements System.Security.ISecurityPolicyEncodable }

This membership condition class uses the value of Hash evidence to determine if an assembly or application domain qualifies for membership of a CodeGroup. The HashValue property contains the hash value required for membership, and the HashAlgorithm property contains a System.Security.Cryptography.HashAlgorithm object that implements the hash algorithm used to calculate the hash value.

When policy resolution calls the Check( ) method, if the provided Evidence collection contains a Hash object, the HashMembershipCondition object calls the Hash.GenerateHash( ) method and passes the System.Security.Cryptography.HashAlgorithm object from its HashAlgorithm property. If the returned hash value matches its HashValue property, then CodeGroup membership is granted.
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		IIdentityPermissionFactory	




	System.Security.Policy (mscorlib.dll)	interface


public interface IIdentityPermissionFactory { // Public Instance Methods public IPermission CreateIdentityPermission(Evidence evidence); }

During security policy resolution, host evidence objects that implement the IIdentityPermissionFactory result in an identity permission of the appropriate type being included in the grant set of the assembly or application domain that presents the evidence. The runtime calls the CreateIdentityPermission( ) method of the evidence object, which returns a System.Security.IPermission object of the appropriate type. The evidence objects that implement IIdentityPermissionFactory are Publisher, Site, StrongName, Url, and Zone.


Implemented By

Publisher, Site, StrongName, Url, Zone
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		IMembershipCondition	




	System.Security.Policy (mscorlib.dll)	interface


public interface IMembershipCondition : System.Security.ISecurityEncodable, System.Security.ISecurityPolicyEncodable { // Public Instance Methods public bool Check(Evidence evidence); public IMembershipCondition Copy( ); public bool Equals(object obj); public string ToString( ); }

The IMembershipCondition interface defines the functionality that all membership condition classes must implement. Membership condition classes define the tests that assemblies and application domains must pass in order to qualify for membership of a CodeGroup. The Check( ) method takes an Evidence collection argument and returns true if it contains evidence objects that meet the set of criteria defined within the implementing membership condition class.


Implemented By

AllMembershipCondition, ApplicationDirectoryMembershipCondition, HashMembershipCondition, PublisherMembershipCondition, SiteMembershipCondition, StrongNameMembershipCondition, UrlMembershipCondition, ZoneMembershipCondition

Returned By

AllMembershipCondition.Copy( ), ApplicationDirectoryMembershipCondition.Copy( ), CodeGroup.MembershipCondition, HashMembershipCondition.Copy( ), PublisherMembershipCondition.Copy( ), SiteMembershipCondition.Copy( ), StrongNameMembershipCondition.Copy( ), UrlMembershipCondition.Copy( ), ZoneMembershipCondition.Copy( )

Passed To

CodeGroup.{CodeGroup( ), MembershipCondition}, FileCodeGroup.FileCodeGroup( ), FirstMatchCodeGroup.FirstMatchCodeGroup( ), NetCodeGroup.NetCodeGroup( ), UnionCodeGroup.UnionCodeGroup( )
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		NetCodeGroup	serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class NetCodeGroup : CodeGroup { // Public Constructors public NetCodeGroup(IMembershipCondition membershipCondition); // Public Instance Properties public override string AttributeString{get; } // overrides CodeGroup public override string MergeLogic{get; } // overrides CodeGroup public override string PermissionSetName{get; } // overrides CodeGroup
// Public Instance Methods public override CodeGroup Copy( ); // overrides CodeGroup public override PolicyStatement Resolve(Evidence evidence);  // overrides CodeGroup public override CodeGroup ResolveMatchingCodeGroups(Evidence evidence);  // overrides CodeGroup }

The NetCodeGroup class is a concrete subclass of the CodeGroup class. NetCodeGroup does not support attributes and does not contain a statically defined permission set, and so does not require a PolicyStatement. When the Resolve( ) method is called, the NetCodeGroup object determines if the specified Evidence collection contains Url evidence that represents a URL with the "http://" or "https://" protocols. If so, the NetCodeGroup dynamically generates a permission set that contains a System.Net.WebPermission that grants access to the web site specified in the Url evidence.

Members of a NetCodeGroup are tested for membership against all of its child code groups. The final permission set granted by the NetCodeGroup is the union of its permission set and the permission sets of the children to which the assembly or application domain also qualifies for membership.


Hierarchy

System.Object

CodeGroup

NetCodeGroup


	

	[ Team LiB ]	
[image: Previous Section]
[image: Next Section]




	[ Team LiB ]	
[image: Previous Section]
[image: Next Section]

 

		PermissionRequestEvidence	serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class PermissionRequestEvidence : IBuiltInEvidence { // Public Constructors public PermissionRequestEvidence(System.Security.PermissionSet request, System.Security.PermissionSet optional, System.Security.PermissionSet denied); // Public Instance Properties public PermissionSet DeniedPermissions{get; } public PermissionSet OptionalPermissions{get; } public PermissionSet RequestedPermissions{get; } // Public Instance Methods public PermissionRequestEvidence Copy( ); public override string ToString( ); // overrides object }

The PermissionRequestEvidence class is a special evidence class used by the runtime during policy resolution to represent the declarative permission requests contained within an assembly. The RequestedPermissions, OptionalPermissions, and DeniedPermissions properties each return a System.Security.PermissionSet containing the minimal, optional, and refused permission requests made by the assembly. An assembly's PermissionRequestEvidence is contained in the assembly's Evidence collection during policy resolution but does not remain as part of the assembly's Evidence collection after policy resolution is complete.
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		PolicyException	serializable




	System.Security.Policy (mscorlib.dll)	class


public class PolicyException : SystemException { // Public Constructors public PolicyException( ); public PolicyException(string message); public PolicyException(string message, Exception exception); // Protected Constructors protected PolicyException(System.Runtime.Serialization.SerializationInfo info, System.Runtime.Serialization.StreamingContext context); }

This exception is thrown when the runtime encounters problems processing or applying security policy—for example, when code attempts to set an application domain's policy that has already been set or when the minimum permission requests of an assembly cannot be fulfilled by the runtime.
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		PolicyLevel	serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class PolicyLevel { // Public Instance Properties public IList FullTrustAssemblies{get; } public string Label{get; } public IList NamedPermissionSets{get; } public CodeGroup RootCodeGroup{set; get; } public string StoreLocation{get; } // Public Static Methods public static PolicyLevel CreateAppDomainLevel( ); // Public Instance Methods public void AddFullTrustAssembly(StrongName sn); public void AddFullTrustAssembly(StrongNameMembershipCondition snMC); public void AddNamedPermissionSet(System.Security.NamedPermissionSet permSet); public NamedPermissionSet ChangeNamedPermissionSet(string name, System.Security.PermissionSet pSet); public void FromXml(System.Security.SecurityElement e); public NamedPermissionSet GetNamedPermissionSet(string name); public void Recover( ); public void RemoveFullTrustAssembly(StrongName sn); public void RemoveFullTrustAssembly(StrongNameMembershipCondition snMC); public NamedPermissionSet RemoveNamedPermissionSet(System.Security.NamedPermissionSet permSet); public NamedPermissionSet RemoveNamedPermissionSet(string name); public void Reset( ); public PolicyStatement Resolve(Evidence evidence); public CodeGroup ResolveMatchingCodeGroups(Evidence evidence); public SecurityElement ToXml( ); }

This class represents a security policy level and provides the ability to access and manipulate the objects that represent its three key elements: fully trusted assemblies, named permission sets, and code group hierarchy.

The PolicyLevel class does not implement any constructors. PolicyLevel objects representing the current enterprise, machine, and user policy levels are obtained through the System.Security.SecurityManager.PolicyHierarchy( ) method. The System.Security.SecurityManager.PolicyHierarchy( ) method returns a System.Collections.IEnumerator containing PolicyLevel objects for each of the three policy levels. To retrieve a specific PolicyLevel, step through the enumerator and test the value of Label property against the strings "Enterprise," "Machine," and "User."

It is not possible to obtain a PolicyLevel representing an existing application domain's policy level, but the static CreateAppDomainLevel( ) method creates a new PolicyLevel suitable for assigning to an application domain through the System.AppDomain.SetAppDomainPolicy( ) method. The System.AppDomain.SetAppDomainPolicy( ) method can only be called once; on subsequent calls a PolicyException is thrown.

The read-only FullTrustAssemblies property returns a System.Collections.IList containing a set of StrongNameMembershipCondition objects that represent the policy level's set of fully trusted assemblies. The AddFullTrustAssembly( ) and RemoveFullTrustAssembly( ) methods allow for the administration of the fully trusted assemblies list.

The read-only NamedPermissionSets property also returns a System.Collections.IList. This list contains a set of System.Security.NamedPermissionSet objects that represent the named permission sets defined in the policy level. The AddNamedPermissionSet( ) and RemoveNamedPermissionSet( ) methods allow for the administration of the named permission set list. The ChangeNamedPermissionSet( ) method allows the contents of a specified named permission set to be easily replaced with the contents of a System.Security.PermissionSet without the need to remove and then add.

The RootCodeGroup property gets or sets the root CodeGroup of the policy level's code group tree. Further manipulation of the code group tree is possible only by using the methods of CodeGroup to traverse the tree. Assigning a new CodeGroup to the RootCodeGroup property causes the old root CodeGroup to be replaced along with the existing tree. Importantly, when set, the RootCodeGroup property makes a copy of the new root CodeGroup, which means that any modifications to the code group tree through the original CodeGroup object are not reflected in the policy level's copy.

The Reset( ) method returns a policy level to its default "out-of-box" configuration, and the Recover( ) method returns the policy level to its previously saved state. Although it is not possible to invoke the runtime's policy resolution process programmatically, the Resolve( ) and ResolveMatchingCodeGroups( ) methods are useful for evaluating the permissions a PolicyLevel would grant to an assembly or application domain.


Returned By

System.Security.SecurityManager.{LoadPolicyLevelFromFile( ), LoadPolicyLevelFromString( )}

Passed To

Multiple types
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		PolicyStatement	serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class PolicyStatement : System.Security.ISecurityEncodable, System.Security.ISecurityPolicyEncodable { // Public Constructors public PolicyStatement(System.Security.PermissionSet permSet); public PolicyStatement(System.Security.PermissionSet permSet, PolicyStatementAttribute attributes); // Public Instance Properties public PolicyStatementAttribute Attributes{set; get; } public string AttributeString{get; } public PermissionSet PermissionSet{set; get; } // Public Instance Methods public PolicyStatement Copy( ); public void FromXml(System.Security.SecurityElement et); // implements System.Security.ISecurityEncodable public void FromXml(System.Security.SecurityElement et, PolicyLevel level);  // implements System.Security.ISecurityPolicyEncodable public SecurityElement ToXml( ); // implements System.Security.ISecurityEncodable public SecurityElement ToXml(PolicyLevel level); // implements System.Security.ISecurityPolicyEncodable }

The PolicyStatement class defines the set of permissions that a code group grants to its members, as well as the attributes of the code group. Of the four concrete CodeGroup implementations, only the UnionCodeGroup and FirstMatchCodeGroup classes require a PolicyStatement object. The FileCodeGroup and NetCodeGroup classes generate their permission sets dynamically, and do not support attributes. A PolicyStatement is assigned to a UnionCodeGroup or FirstMatchCodeGroup object as an argument of the code group's constructor, or through the CodeGroup.PolicyStatement property.

A PolicyStatement object contains a System.Security.PermissionSet object that specifies the permissions to grant to the code group's members and a value from the PolicyStatementAttribute enumeration that specifies the attributes assigned to the code group. Both values can be set as arguments of the PolicyStatement constructor or after construction through the PermissionSet and Attributes properties. The AttributeString property returns a human-readable representation of the value held in the Attributes property.


Returned By

CodeGroup.{PolicyStatement, Resolve( )}, PolicyLevel.Resolve( )

Passed To

CodeGroup.{CodeGroup( ), PolicyStatement}, FirstMatchCodeGroup.FirstMatchCodeGroup( ), UnionCodeGroup.UnionCodeGroup( )
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		PolicyStatementAttribute	serializable, flag




	System.Security.Policy (mscorlib.dll)	enum


public enum PolicyStatementAttribute { Nothing = 0x00000000,Exclusive = 0x00000001,LevelFinal = 0x00000002,All = 0x00000003 }

The PolicyStatementAttribute enumeration is used in conjunction with the PolicyStatement class. PolicyStatementAttribute contains values that are assigned to the PolicyStatement.Attributes property to define a code group's attributes. Code group attributes affect the policy resolution process by controlling how the permissions granted by one code group are merged with the permissions granted by other code groups.

The Exclusive value specifies that the permissions granted by the code group are the maximum set of permissions that a group member can receive from the current policy level. Because the permissions granted by each policy level intersect to determine the final grant set, a code group with the Exclusive attribute actually defines the maximum set of permissions in the final grant set. An assembly or application domain can be a member of at most one Exclusive code group per policy level, or the runtime throws a PolicyException.

Policy levels are resolved in the order enterprise, machine, user, and finally application domain. The LevelFinal value specifies that no policy levels below the current level will be evaluated. If resolving the permissions for an assembly, the runtime always evaluates the application domain policy regardless of whether the assembly is the member of a LevelFinal code group.

PolicyStatementAttribute values can be combined using a logical OR operator, but the enumeration also provides the All value, which represents both the Exclusive and LevelFinal attributes. Nothing means that no attributes are set and is the default state for a PolicyStatement.


Hierarchy
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Passed To
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		Publisher	serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class Publisher : IIdentityPermissionFactory, IBuiltInEvidence { // Public Constructors public Publisher(System.Security.Cryptography.X509Certificates.X509Certificate cert); // Public Instance Properties public X509Certificate Certificate{get; } // Public Instance Methods public object Copy( ); public IPermission CreateIdentityPermission(Evidence evidence);  // implements IIdentityPermissionFactory public override bool Equals(object o); // overrides object public override int GetHashCode( ); // overrides object public override string ToString( ); // overrides object }

This evidence class represents the Authenticode X.509v3 digital signature used to sign an assembly. The digital signature is passed as a System.Security.Cryptography.X509Certificates.X509Certificate argument to the Publisher constructor and is accessible after creation through the Certificate property.

The PublisherMembershipCondition class uses Publisher evidence during policy resolution to evaluate whether an assembly or application domain qualifies for membership of a CodeGroup.

Because the Publisher class implements the IIdentityPermissionFactory interface, an assembly or application domain with Publisher evidence will contain an appropriately configured System.Security.Permissions.PublisherIdentityPermission object in its grant set.
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		PublisherMembershipCondition	serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class PublisherMembershipCondition : IMembershipCondition, System.Security.ISecurityEncodable, System.Security.ISecurityPolicyEncodable, IConstantMembershipCondition { // Public Constructors public PublisherMembershipCondition(System.Security.Cryptography.X509Certificates.X509Certificate certificate); // Public Instance Properties public X509Certificate Certificate{set; get; } // Public Instance Methods public bool Check(Evidence evidence); // implements IMembershipCondition public IMembershipCondition Copy( ); // implements IMembershipCondition public override bool Equals(object o); // overrides object public void FromXml(System.Security.SecurityElement e); // implements System.Security.ISecurityEncodable public void FromXml(System.Security.SecurityElement e, PolicyLevel level);  // implements System.Security.ISecurityPolicyEncodable public override int GetHashCode( ); // overrides object public override string ToString( ); // overrides object public SecurityElement ToXml( ); // implements System.Security.ISecurityEncodable public SecurityElement ToXml(PolicyLevel level); // implements System.Security.ISecurityPolicyEncodable }

The PublisherMembershipCondition class uses the X.509v3 certificate contained in Publisher evidence to determine if an assembly or application domain qualifies for membership to a CodeGroup. The Certificate property contains the System.Security.Cryptography.X509Certificates.X509Certificate object against which the PublisherMembershipCondition object tests.

When policy resolution calls the Check( ) method, the PublisherMembershipCondition tests the Evidence collection provided to ensure that it contains a Publisher object. If so, the PublisherMembershipCondition object compares its Certificate property with the Publisher.Certificate property to determine if it grants CodeGroup membership.
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		Site	serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class Site : IIdentityPermissionFactory, IBuiltInEvidence { // Public Constructors public Site(string name); // Public Instance Properties public string Name{get; } // Public Static Methods public static Site CreateFromUrl(string url); // Public Instance Methods public object Copy( ); public IPermission CreateIdentityPermission(Evidence evidence);  // implements IIdentityPermissionFactory public override bool Equals(object o); // overrides object public override int GetHashCode( ); // overrides object public override string ToString( ); // overrides object }

The Site evidence class specifies the fully qualified host name from where an assembly was loaded—for example, www.oreilly.com. The site name is passed as a System.String to the Site constructor, and is accessible through the Name property. The static CreateFromUrl( ) method enables easy creation of Site objects from URL strings.

During policy resolution, the SiteMembershipCondition class uses Site evidence to test whether an assembly or application domain qualifies for membership of a CodeGroup.

Because the Site class implements the IIdentityPermissionFactory interface, an assembly or application domain with Site evidence will contain an appropriately configured System.Security.Permissions.SiteIdentityPermission object in its grant set.
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		SiteMembershipCondition	serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class SiteMembershipCondition : IMembershipCondition, System.Security.ISecurityEncodable, System.Security.ISecurityPolicyEncodable, IConstantMembershipCondition { // Public Constructors public SiteMembershipCondition(string site); // Public Instance Properties public string Site{set; get; } // Public Instance Methods public bool Check(Evidence evidence); // implements IMembershipCondition public IMembershipCondition Copy( ); // implements IMembershipCondition public override bool Equals(object o); // overrides object public void FromXml(System.Security.SecurityElement e); // implements System.Security.ISecurityEncodable public void FromXml(System.Security.SecurityElement e, PolicyLevel level);  // implements System.Security.ISecurityPolicyEncodable public override int GetHashCode( ); // overrides object public override string ToString( ); // overrides object public SecurityElement ToXml( ); // implements System.Security.ISecurityEncodable public SecurityElement ToXml(PolicyLevel level); // implements System.Security.ISecurityPolicyEncodable }

This membership condition class relies on the value of Site evidence to determine if an assembly or application domain qualifies for membership to a CodeGroup. The Site property contains a System.String that identifies the site name on which the membership test is based. The site name can include wildcards—for example, *.oreilly.com, which will match any site in the oreilly.com domain.

When policy resolution calls the Check( ) method, the SiteMembershipCondition object tests the specified Evidence collection to ensure it contains Site evidence. If so, SiteMembershipCondition determines CodeGroup membership by comparing the string contained in its Site property with the site name contained in the Site.Name property.
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		StrongName	serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class StrongName : IIdentityPermissionFactory, IBuiltInEvidence { // Public Constructors public StrongName(System.Security.Permissions.StrongNamePublicKeyBlob blob, string name, Version version); // Public Instance Properties public string Name{get; } public StrongNamePublicKeyBlob PublicKey{get; } public Version Version{get; } // Public Instance Methods public object Copy( ); public IPermission CreateIdentityPermission(Evidence evidence);  // implements IIdentityPermissionFactory public override bool Equals(object o); // overrides object public override int GetHashCode( ); // overrides object public override string ToString( ); // overrides object }

The StrongName evidence class represents an assembly's strong name. The PublicKey property contains a System.Security.Permissions.StrongNamePublicKeyBlob object that contains the public key of the assembly's strong name. The Name property holds the simple name of the assembly, and the Version property contains a System.Version object that represents the assembly's version.

The StrongNameMembershipCondition class uses StrongName evidence during policy resolution to evaluate whether an assembly or application domain qualifies for membership of a CodeGroup.

Because the StrongName class implements the IIdentityPermissionFactory interface, an assembly or application domain with StrongName evidence will contain an appropriately configured System.Security.Permissions.StrongNameIdentityPermission object in its grant set.


Passed To

PolicyLevel.{AddFullTrustAssembly( ), RemoveFullTrustAssembly( )}
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		StrongNameMembershipCondition	serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class StrongNameMembershipCondition : IMembershipCondition, System.Security.ISecurityEncodable, System.Security.ISecurityPolicyEncodable, IConstantMembershipCondition { // Public Constructors public StrongNameMembershipCondition(System.Security.Permissions.StrongNamePublicKeyBlob blob, string name, Version version); // Public Instance Properties public string Name{set; get; } public StrongNamePublicKeyBlob PublicKey{set; get; } public Version Version{set; get; } // Public Instance Methods public bool Check(Evidence evidence); // implements IMembershipCondition public IMembershipCondition Copy( ); // implements IMembershipCondition public override bool Equals(object o); // overrides object public void FromXml(System.Security.SecurityElement e); // implements System.Security.ISecurityEncodable public void FromXml(System.Security.SecurityElement e, PolicyLevel level);  // implements System.Security.ISecurityPolicyEncodable public override int GetHashCode( ); // overrides object public override string ToString( ); // overrides object public SecurityElement ToXml( ); // implements System.Security.ISecurityEncodable public SecurityElement ToXml(PolicyLevel level); // implements System.Security.ISecurityPolicyEncodable }

This membership condition class uses StrongName evidence to determine if an assembly or application domain qualifies for membership of a CodeGroup. The PublicKey property contains a System.Security.Permissions.StrongNamePublicKeyBlob object that represents the public key information to base the membership test on. The Name and Version properties are optional, but allow the StrongNameMembershipCondition to perform a more specific and accurate test for membership.

When policy resolution calls the Check( ) method, if the provided Evidence collection contains a StrongName object, the StrongNameMembershipCondition compares its PublicKey, Name, and Version properties with the equivalent properties of the StrongName object. If the values match, then membership of the CodeGroup is granted.

StrongNameMembershipCondition objects are also used in the PolicyLevel class to identify a policy level's set of fully trusted assemblies.


Passed To

PolicyLevel.{AddFullTrustAssembly( ), RemoveFullTrustAssembly( )}
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		UnionCodeGroup	serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class UnionCodeGroup : CodeGroup { // Public Constructors public UnionCodeGroup(IMembershipCondition membershipCondition, PolicyStatement policy); // Public Instance Properties public override string MergeLogic{get; } // overrides CodeGroup
// Public Instance Methods public override CodeGroup Copy( ); // overrides CodeGroup public override PolicyStatement Resolve(Evidence evidence);  // overrides CodeGroup public override CodeGroup ResolveMatchingCodeGroups(Evidence evidence);  // overrides CodeGroup }

The UnionCodeGroup class is a subclass of CodeGroup and is the most commonly used type of code group. Assemblies and application domains that qualify for membership are compared for membership against the children of the UnionCodeGroup, and so on down through the code group tree. The final permission set granted by the UnionCodeGroup is the union of its permission set, and the permissions granted by all child code groups of which the assembly or application domain is also a member.


Hierarchy
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		Url	serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class Url : IIdentityPermissionFactory, IBuiltInEvidence { // Public Constructors public Url(string name); // Public Instance Properties public string Value{get; } // Public Instance Methods public object Copy( ); public IPermission CreateIdentityPermission(Evidence evidence);  // implements IIdentityPermissionFactory public override bool Equals(object o); // overrides object public override int GetHashCode( ); // overrides object public override string ToString( ); // overrides object }

The Url evidence class identifies the URL from where an assembly was loaded—for example, https://www.oreilly.com:8080/SomeFile.exe. The source URL is passed as a System.String argument to the Url constructor and is accessible later through the Value property.

During policy resolution, the UrlMembershipCondition class uses Url evidence to determine if code qualifies for membership of a code group. The ApplicationDirectoryMembershipCondition class also uses Url evidence in conjunction with ApplicationDirectory evidence to determine code group membership.

Because the Url class implements the IIdentityPermissionFactory interface, an assembly or application domain with Url evidence will contain an appropriately configured System.Security.Permissions.UrlIdentityPermission object in its grant set.
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		UrlMembershipCondition	serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class UrlMembershipCondition : IMembershipCondition, System.Security.ISecurityEncodable, System.Security.ISecurityPolicyEncodable, IConstantMembershipCondition { // Public Constructors public UrlMembershipCondition(string url); // Public Instance Properties public string Url{set; get; } // Public Instance Methods public bool Check(Evidence evidence); // implements IMembershipCondition public IMembershipCondition Copy( ); // implements IMembershipCondition public override bool Equals(object o); // overrides object public void FromXml(System.Security.SecurityElement e); // implements System.Security.ISecurityEncodable public void FromXml(System.Security.SecurityElement e, PolicyLevel level);  // implements System.Security.ISecurityPolicyEncodable public override int GetHashCode( ); // overrides object public override string ToString( ); // overrides object public SecurityElement ToXml( ); // implements System.Security.ISecurityEncodable public SecurityElement ToXml(PolicyLevel level); // implements System.Security.ISecurityPolicyEncodable }

The UrlMembershipCondition class uses Url evidence to determine if an assembly or application domain qualifies for membership of a CodeGroup. The Url property contains the URL required to qualify for membership and can include a wildcard as the final element—for example, http://www.oreilly.com/apps/*. The value of the Url property is initially set in the UrlMembershipCondition constructor.

During policy resolution, the Check( ) method enumerates the provided Evidence collection and determines if it contains a Url evidence object. If so, UrlMembershipCondition tests for CodeGroup membership by comparing the string contained in its Url property with the URL contained in the Url.Value property.
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		Zone	serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class Zone : IIdentityPermissionFactory, IBuiltInEvidence { // Public Constructors public Zone(System.Security.SecurityZone zone); // Public Instance Properties public SecurityZone SecurityZone{get; } // Public Static Methods public static Zone CreateFromUrl(string url); // Public Instance Methods public object Copy( ); public IPermission CreateIdentityPermission(Evidence evidence);  // implements IIdentityPermissionFactory public override bool Equals(object o); // overrides object public override int GetHashCode( ); // overrides object public override string ToString( ); // overrides object }

This evidence class identifies the Internet Explorer security zone from where an assembly was loaded. The runtime assigns Zone evidence to an assembly by comparing the URL from where the assembly was loaded, with the security zone configuration in Internet Explorer. The type of Zone evidence is specified by passing a value of the System.Security.SecurityZone enumeration to the Zone constructor and can be accessed after construction through the SecurityZone property.

During policy resolution, the ZoneMembershipCondition class uses Zone evidence to evaluate whether code qualifies for membership of a CodeGroup.

Because the Zone class implements the IIdentityPermissionFactory interface, an assembly or application domain with Zone evidence will contain an appropriately configured System.Security.Permissions.ZoneIdentityPermission object in its grant set.
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		ZoneMembershipCondition	serializable




	System.Security.Policy (mscorlib.dll)	sealed class


public sealed class ZoneMembershipCondition : IMembershipCondition, System.Security.ISecurityEncodable, System.Security.ISecurityPolicyEncodable, IConstantMembershipCondition { // Public Constructors public ZoneMembershipCondition(System.Security.SecurityZone zone); // Public Instance Properties public SecurityZone SecurityZone{set; get; } // Public Instance Methods public bool Check(Evidence evidence); // implements IMembershipCondition public IMembershipCondition Copy( ); // implements IMembershipCondition public override bool Equals(object o); // overrides object public void FromXml(System.Security.SecurityElement e); // implements System.Security.ISecurityEncodable public void FromXml(System.Security.SecurityElement e, PolicyLevel level);  // implements System.Security.ISecurityPolicyEncodable public override int GetHashCode( ); // overrides object public override string ToString( ); // overrides object public SecurityElement ToXml( ); // implements System.Security.ISecurityEncodable public SecurityElement ToXml(PolicyLevel level); // implements System.Security.ISecurityPolicyEncodable }

The ZoneMembershipCondition class uses the value of Zone evidence to determine if an assembly or application domain qualifies for membership of a CodeGroup. The SecurityZone property contains a member of the System.Security.SecurityZone enumeration that identifies the security zone required for membership. The initial value of SecurityZone is set in the ZoneMembershipCondition constructor.

When policy resolution calls the Check( ) method, the ZoneMembershipCondition enumerates the provided Evidence collection to determine if it contains Zone evidence. If so, the ZoneMembershipCondition compares the value of its SecurityZone property with the value of the Zone.SecurityZone property. If the two values match, the assembly or application domain is granted membership of the CodeGroup.
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		GenericIdentity	serializable




	System.Security.Principal (mscorlib.dll)	class


public class GenericIdentity : IIdentity { // Public Constructors public GenericIdentity(string name); public GenericIdentity(string name, string type); // Public Instance Properties public virtual string AuthenticationType{get; } // implements IIdentity public virtual bool IsAuthenticated{get; } // implements IIdentity public virtual string Name{get; } // implements IIdentity }

This implementation of the IIdentity interface provides a generic representation of a user. GenericIdentity objects are created using standard constructors that take either the user's name or the user's name and a string representing the authentication mechanism used to authenticate the user. The ability to create GenericIdentity objects with any username means that the GenericIdentity class can be used to represent users authenticated against any authority.
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		GenericPrincipal	serializable




	System.Security.Principal (mscorlib.dll)	class


public class GenericPrincipal : IPrincipal { // Public Constructors public GenericPrincipal(IIdentity identity, string[ ] roles); // Public Instance Properties public virtual IIdentity Identity{get; } // implements IPrincipal
// Public Instance Methods public virtual bool IsInRole(string role); // implements IPrincipal }

The GenericPrincipal class provides a generic implementation of the IPrincipal interface. The GenericPrincipal constructor takes an IIdentity object representing the principal's user and a System.String array containing the names of the roles to which the user belongs. The specified IIdentity is normally an instance of GenericIdentity, but this is not mandatory. Used in conjunction with the GenericIdentity class, GenericPrincipal provides a flexible principal implementation that can be used with any authentication and authorization mechanism.

The IsInRole( ) method takes the name of a role and returns true if it was included in the array of role names passed to the GenericPrincipal constructor. The role name comparison is case-insensitive.
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		IIdentity	




	System.Security.Principal (mscorlib.dll)	interface


public interface IIdentity { // Public Instance Properties public string AuthenticationType{get; } public bool IsAuthenticated{get; } public string Name{get; } }

The IIdentity interface defines the functionality that all identity classes must implement. An identity object represents the user on whose behalf code is running. IIdentity defines three read-only properties. Name is the most commonly used property and returns the name of the user. IsAuthenticated returns a Boolean value indicating whether the current identity has been authenticated. AuthenticationType returns a System.String that identifies the authentication mechanism used to authenticate the user.


Implemented By

GenericIdentity, WindowsIdentity

Returned By

GenericPrincipal.Identity, IPrincipal.Identity, WindowsPrincipal.Identity

Passed To

GenericPrincipal.GenericPrincipal( )
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		IPrincipal	




	System.Security.Principal (mscorlib.dll)	interface


public interface IPrincipal { // Public Instance Properties public IIdentity Identity{get; } // Public Instance Methods public bool IsInRole(string role); }

This interface defines the functionality that all principal classes must implement. An IPrincipal object is associated with a thread running in the .NET runtime to represent the user on whose behalf the managed code is running. An IPrincipal object is a container for an IIdentity, which represents the active user, and a set of role names of which the user is a member.

The read-only Identity property returns the IIdentity object contained in the IPrincipal. The full set of roles for the contained identity is not accessible. It is only possible to test the set of roles to see if it contains a specific value using the IsInRole( ) method.


Implemented By

GenericPrincipal, WindowsPrincipal

Returned By

System.Threading.Thread.CurrentPrincipal

Passed To

System.AppDomain.SetThreadPrincipal( ), System.Threading.Thread.CurrentPrincipal
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		PrincipalPolicy	serializable




	System.Security.Principal (mscorlib.dll)	enum


public enum PrincipalPolicy { UnauthenticatedPrincipal = 0,NoPrincipal = 1,WindowsPrincipal = 2 }

The values of this enumeration are used in the System.AppDomain.SetPrincipalPolicy( ) method. SetPrincipalPolicy( ) specifies how default IIdentity and IPrincipal objects are created for threads running in the application domain if an IPrincipal has not been assigned to the thread by the program or host.

The value NoPrincipal means that the runtime does not create default identity or principal objects for a thread. UnauthenticatedPrincipal means that the runtime will assign threads a GenericPrincipal containing an empty role set and a GenericIdentity that represents an unnamed user. The WindowsPrincipal value causes the runtime to create a WindowsPrincipal object and assign it to the thread. The WindowsPrincipal object contains a WindowsIdentity that represents the currently active Windows user account and a set of roles that represent the Windows user groups to which the user belongs. UnauthenticatedPrincipal is the default value.


Hierarchy

System.Object

System.ValueType

System.Enum(System.IComparable, System.IFormattable, System.IConvertible)

PrincipalPolicy

Passed To

System.AppDomain.SetPrincipalPolicy( )
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		WindowsAccountType	serializable




	System.Security.Principal (mscorlib.dll)	enum


public enum WindowsAccountType { Normal = 0,Guest = 1,System = 2,Anonymous = 3 }

The values of the WindowsAccountType enumeration are used in WindowsIdentity constructors to specify the type of Windows account represented by the new WindowsIdentity object.


Hierarchy

System.Object

System.ValueType

System.Enum(System.IComparable, System.IFormattable, System.IConvertible)

WindowsAccountType

Passed To

WindowsIdentity.WindowsIdentity( )
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		WindowsBuiltInRole	serializable




	System.Security.Principal (mscorlib.dll)	enum


public enum WindowsBuiltInRole { Administrator = 544,User = 545,Guest = 546,PowerUser = 547,AccountOperator = 548, SystemOperator = 549, PrintOperator = 550,BackupOperator = 551,Replicator = 552 }

The WindowsBuiltInRole enumeration contains values used in one of the overloaded WindowsPrincipal.IsInRole( ) methods. Its values represent commonly used Windows user groups that are present in most Windows NT, Windows 2000, and Windows XP installations, and avoid the need to specify string values for the group names. It is apparent from the names of the member values which Windows group they represent, with the exception of SystemOperator, which represents the Windows Server Operators group.


Hierarchy

System.Object

System.ValueType

System.Enum(System.IComparable, System.IFormattable, System.IConvertible)

WindowsBuiltInRole

Passed To

WindowsPrincipal.IsInRole( )
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		WindowsIdentity	serializable




	System.Security.Principal (mscorlib.dll)	class


public class WindowsIdentity : IIdentity, System.Runtime.Serialization.ISerializable, System.Runtime.Serialization.IDeserializationCallback { // Public Constructors public WindowsIdentity(IntPtr userToken); public WindowsIdentity(IntPtr userToken, string type); public WindowsIdentity(IntPtr userToken, string type, WindowsAccountType acctType); public WindowsIdentity(IntPtr userToken, string type, WindowsAccountType acctType, bool isAuthenticated); public WindowsIdentity(System.Runtime.Serialization.SerializationInfo info, System.Runtime.Serialization.StreamingContext context); public WindowsIdentity(string sUserPrincipalName); public WindowsIdentity(string sUserPrincipalName, string type); // Public Instance Properties public virtual string AuthenticationType{get; } // implements IIdentity public virtual bool IsAnonymous{get; } public virtual bool IsAuthenticated{get; } // implements IIdentity public virtual bool IsGuest{get; } public virtual bool IsSystem{get; } public virtual string Name{get; } // implements IIdentity public virtual IntPtr Token{get; } // Public Static Methods public static WindowsIdentity GetAnonymous( ); public static WindowsIdentity GetCurrent( ); public static WindowsImpersonationContext Impersonate(IntPtr userToken); // Public Instance Methods public virtual WindowsImpersonationContext Impersonate( ); // Protected Instance Methods protected override void Finalize( ); // overrides object }

The WindowsIdentity class provides an IIdentity implementation that represents a Windows user. Because WindowsIdentity is Windows-specific, it implements members useful for working with Windows user accounts in addition to the minimum functionality defined by IIdentity.

The static GetCurrent( ) method returns a WindowsIdentity object representing the currently logged-on Windows user, and the staticGetAnonymous( ) method returns a WindowsIdentity object representing an anonymous Windows user. The WindowsIdentity constructors support creation of WindowsIdentity objects that represent users other than the active user. Each constructor requires a Windows access token representing the desired user. A handle to the Windows access token is passed to the constructor wrapped in a System.IntPtr object. The Windows access token is usually obtained through a call to unmanaged code, such as the LogonUser( ) method of the advapi32.dllWin32 library. The access token for an existing WindowsIdentity is available through its Token property. Starting with .NET 1.1, however, it is possible to construct a WindowsIdentity using a string argument containing the user Principal Name of the user, such as the value that would be passed to the LogonUser( ) API. However, this functionality is only available on Windows 2003 Server or later platforms; on any other platform, it will throw an ArgumentException.

Calling the Impersonate( ) method changes the Windows access token of the current thread to that of the user represented by the WindowsIdentity object. By creating a WindowsIdentity that represents a user other than the active Windows user, Impersonate( ) allows code to perform operating system-level impersonation. The Impersonate( ) method returns a WindowsImpersonationContext object representing the Windows access token prior to impersonation; this object must be kept in order to revert to the original access token once impersonation is no longer required.

The IsAnonymous, IsGuest, and IsSystem properties provide an easy-to-use mechanism for determining if a WindowsIdentity object represents an anonymous, guest, or system Windows user account. Determining if a WindowsIdentity represents a normal account is a process of elimination; there is no IsNormal property.

The Name property of a WindowsIdentity object will return a name in the form DOMAINNAME\USERNAME, where DOMAINNAME specifies the authority used to validate the user; for example, COMPANY_X\Gary or MY_MACHINE\Peter.


Passed To

WindowsPrincipal.WindowsPrincipal( )
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		WindowsImpersonationContext	




	System.Security.Principal (mscorlib.dll)	class


public class WindowsImpersonationContext { // Public Instance Methods public void Undo( ); // Protected Instance Methods protected override void Finalize( ); // overrides object }

The WindowsImpersonationContext class represents the active Windows user prior to code impersonating another Windows user through a call to the WindowsIdentity.Impersonate( ) method. The WindowsIdentity.Impersonate( ) method returns a WindowsImpersonationContext object. By calling the Undo( ) method of this object, the thread access token reverts to the one contained in the WindowsImpersonationContext object.


Returned By

WindowsIdentity.Impersonate( )
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		WindowsPrincipal	serializable




	System.Security.Principal (mscorlib.dll)	class


public class WindowsPrincipal : IPrincipal { // Public Constructors public WindowsPrincipal(WindowsIdentity ntIdentity); // Public Instance Properties public virtual IIdentity Identity{get; } // implements IPrincipal
// Public Instance Methods public virtual bool IsInRole(int rid); public virtual bool IsInRole(string role); // implements IPrincipal public virtual bool IsInRole(WindowsBuiltInRole role); }

The WindowsPrincipal class provides a Windows-specific implementation of the IPrincipal interface that contains a WindowsIdentity object representing a Windows user. The WindowsPrincipal constructor takes only a WindowsIdentity object; the roles to which the user belongs are determined from the user's Windows access token.

WindowsPrincipal allows code to check the Windows groups to which the represented user belongs through its implementation of the IPrincipal.IsInRole( ) method, which performs a case-insensitive comparison of the user's Windows groups with the specified role name. WindowsPrincipal also includes two additional overloads of the IsInRole( ) method. The first takes an integer specifying the Windows RID for the role. The second overload takes a member of the WindowsBuiltInRole enumeration.
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Dedication

Dedicated with love to Jacqui. She deserves a dedication to herself for a change.
—Adam Freeman


For my wife Elena and my daughter Anya. I love you both.
—Allen Jones
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